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Voluntary Voting System Guidelines Overview

The United States Congress passed the Help America Vote Act of 2002 (HAVA) to
modernize the administration of federal elections, marking the first timein our nation’s
history that the federal government has funded an election reform effort. HAV A provides
federal funding to help the states meet the law’ s uniform and non-discretionary
administrative requirements, which include the following new programs and procedures: 1)
provisional voting, 2) voting information, 3) statewide voter registration lists and
identification requirements for first-time registrants, 4) administrative complaint procedures,
and 5) updated and upgraded voting equipment.

HAVA also established the U.S. Election Assistance Commission (EAC) to administer the
federal funding and to provide guidance to the states in their efforts to comply with the
HAVA administrative requirements. Section 202 directs the EAC to adopt voluntary voting
system guidelines, and to provide for the testing, certification, decertification, and
recertification of voting system hardware and software. The purpose of the guidelinesisto
provide a set of specifications and requirements against which voting systems can be tested
to determine if they provide all the basic functionality, accessibility, and security capabilities
required of voting systems.

This document, the Voluntary Voting System Guidelines (referred to herein as the Guidelines
and/or VWSG), isthe third iteration of national level voting system standards that has been
developed. The Federal Election Commission published the Performance and Test Sandards
for Punchcard, Marksense and Direct Recording Electronic Voting Systemsin 1990. This
was followed by the Voting Systems Standards in 2002.

Asrequired by HAVA, the EAC formed the Technical Guidelines Development Committee
(TGDC) to develop an initial set of recommendations for the Guidelines. This committee of
15 experts began their work in July 2004 and submitted their recommendations to the EAC in
the 9-month timeline prescribed by HAVA. The TGDC was provided with technical support
by the National Institute for Standards and Technology (NIST), which was given nearly $3
million dollars by the EAC to complete this work.

The EAC reviewed and revised the TGDC recommendations and, as required by HAVA,
published the proposed Guidelines for a 90 day public comment period. The document was
also provided to both the Board of Advisors and the Standards Board for their review and
comment. During the comment period the EAC conducted 3 public hearings on the
Guidelinesin New Y ork City, Pasadena and Denver. Over 6000 comments were received
from the public and the Boards. Each of these comments was reviewed and considered by the
EAC in consultation with NIST in the development of thisfinal version.
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Purpose and Scope of the Guidelines

The purpose of the Voluntary Voting System Guidelinesis to provide a set of specifications
and requirements against which voting systems can be tested to determine if they provide all
the basic functionality, accessibility and security capabilities required to ensure the integrity
of voting systems. The VWSG specifies the functional regquirements, performance
characteristics, documentation requirements, and test evaluation criteria for the national
certification of voting systems. The VVSG is composed of two volumes: Volume |, Voting
System Performance Guidelines and Volume I, National Certification Testing Guidelines.

Effective Date

The 2005 Voluntary Voting System Guidelines will take effect 24 months after their final
adoption in December 2005 by the EAC. At that time, all new systems submitted for national
certification will be tested for conformance with these guidelines. In addition, if a
modification to a system qualified or certified to a previous standard is submitted for national
certification after this date, every component of the modified system will be tested against
the 2005 VWSG. All previous versions of national standards will become obsolete at this time.
This effective date provision does not have any impact on the mandatory January 1, 2006,
deadline for states to comply with the HAV A Section 301 requirements.

Summary of Changes

Volume | of the Guidelines, entitled Voting System Performance Guidelines, includes new
requirements for usability, accessibility, voting system software distribution, generation of
software reference information, validation of software during voting system setup, and the
use of wireless communications. System functional requirements have been revised to
comply with HAV A Section 301 requirements. Environmental criteria have been updated.
This volume also includes requirements for a voter verifiable paper audit trail component for
direct-recording electronic voting systems for use by states that require this feature. In
addition, this volume includes an updated glossary and a conformance clause.

Volume Il of the Guidelines, entitled National Certification Testing Guidelines, has been
revised to reflect the new EAC process for national certification of voting systems. This
process was initiated in 2005 and replaces the voting system qualification process conducted
by the National Association of State Election Directors (NASED) since 1994. In addition,
revisions have been made to the testing procedures to reflect new requirements for the
conduct of usability and accessibility testing. Volume Il also includes an updated appendix
on procedures for testing system error rates. Terminology in both volumes has been revised
to reflect new terminology introduced by HAVA.
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Volumel: Voting System Performance Guidelines Summary

Volume |, the Voting System Performance Guidelines, describes the requirements for the
electronic components of voting systems. It isintended for use by the broadest audience,
including voting system devel opers, manufacturers and suppliers; voting system testing labs;
state organizations that certify systems prior to procurement; state and local election officials
who procure and deploy voting systems; and public interest organizations that have an
interest in voting systems and voting system standards. It contains the following sections:

Section | describes the purpose and scope of the Voting System Performance
Guidelines.

Section 2 describes the functional capabilities required of voting systems. This section
has been revised to reflect HAV A Section 301 requirements.

Section 3 describes new standards that make voting systems more usable and accessible
for as many eligible citizens as possible, whatever their physical abilities, language
skills, or experience with technology. This section reflects the HAVA 301 (a)(3)
accessibility requirements.

Sections 4 through describe specific performance standards for election system
hardware, software, telecommunications, and security. Environmental criteria have been
updated in Section 4.

Section 7 describes voting system security requirements and includes new requirements
for voting system software distribution, generation of software reference information,
validation of software during system setup, and the use of wireless. It also includes
requirements for voter verifiable paper audit trail components for direct-recording
electronic voting systems.

Sections 8 and 9 describe requirements for vendor quality assurance and configuration
management practices and the documentation about these practices required for the
EAC certification process.

Appendix A contains a glossary of terms.

Appendix B provides alist of related standards documents incorporated into the
Guidelines by reference, documents used in the preparation of the Guidelines, and
referenced legislation.

Appendix C presents an introductory discussion of independent verification systems as
apotential concept for future voting system security design.

Appendix D contains technical guidance on color, contrast and text size adjustment for
individuals with low vision or color blindness.
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Volumell: National Certification Testing Guidelines Summary

Volume I, the National Certification Testing Guidelines, isa complementary document to
Volumel. Volume Il provides an overview and specific detail of the national certification
testing process, which is performed by independent voting system test |abs accredited by the
EAC. Itisintended principally for use by vendors: test labs: and election officials who
certify, procure, and accept voting systems. This volume contains the following sections:

Section 1 describes the purpose of the National Certification Testing Guidelines.

Section 2 provides a description of the Technical Data Package that vendors are
required to submit with their system for certification testing.

Section 3 describes the basic functionality testing requirements.

Sections 4 through 6 define the requirements for hardware, software and system
integration testing. Section 6 has been revised to reflect new requirements for usability
and accessibility testing.

Section 7 describes the required examination of vendor quality assurance and
configuration management practices.

Appendix A provides the requirements for the National Certification Test Plan that is
prepared by the voting system test lab and provided to the EAC for review.

Appendix B describes the scope and content of the National Certification Test Report
which is prepared by the test lab and delivered to the EAC along with a
recommendation for certification.

Appendix C describes the guiding principles used to design the voting system
certification testing process. It also contains a revised section on testing system error
rates.



Volumel: Voting System Perfor mances Guidelines

Table of Contents

1= o (o) o 10 g (o LF o 1o o 1SR 2
Section 2: Functional REQUITEMENLS........cceeueieereeeseesieeee e s esee e esae e s e e e 17
Section 3: Usability and Accessibility Requirements..........ccoceveeienienenieseseenienne 42
Section 4: Hardware REQUITEMENTS ........ccoueiieieeie e seesie e et eee e eae e e 63
Section 5: Software REQUITEMENTS..........coiiiiiriee e 88
Section 6: Telecommunications REQUITEMENLS..........cccueirereereereeieeseeneeseeseesseeeesseenns 100
Section 7: Security REQUITEMENTS. .......ccviiiiieriesiee et 106
Section 8: Quality Assurance REQUITEMENTS..........ccoueieereerieeiesieerieseesreeseeeeesseeseeeeens 141
Section 9: Configuration Management REQUIFEMENES..........coeeieriereenienieeseeseeenee s 145
APPENAIX Az GlIOSSANY.....eceiieieiieie et et este e este e e teeeesreesseesaesseesseeneesseenseennens A-1
APPENdIX B: REFEIENCES.....ceeiieee e B-1
Appendix C: Independent Verification SyStemS..........cccveeereeieveereereseeseeseeseeseennens C-1

Appendix D: Technical Guidance for Color, Contrast and Text Size.........ccccoceeveenne D-1



1 Introduction

Table of Contents

1

11

1.2

1.3
131
132
14
141
14.2
143
1.5
151
152
1521
1522
1523
1524
1525
1.6
16.1
1.6.2
1621
16.2.2
1.6.3
1631
1.6.3.2
1.6.3.3
164
1.7

INEFOTUCTION....eeeeiee et 3
Purpose and Scope of the Voluntary Voting System Guidelines....... 3
Use of the Voluntary Voting System Guidelings ...........cccccevvevieennne 4
Evolution of the Voting System Standards...........c.ccoveevirinieenennnne 5

Federal Election COMMISSION.........cccovirerenenenieiee e 5
Election Assistance COMMISSON.......cccurirreerierieeneesie e 5
Overview of Voting System Testing.......ccccevveeereeneece s eee e 6
The Nationa Certification Program for Voting Systems.............. 6
State Certification TESHNG......cccovvevvereereeie e 7
ACCEPLANCE TESHING ...eeveeeeeieeee et 8
Definitions, References and Types of Voting Systems..........ccccee.... 8
Definitions and REfErences..........ccooveveiieneeieneeseese e 8
Types Of VOUNG SYSLEMS......cccceiieieeiereerieseesee e 9
Paper-Based VOoting SYyStem ........cccvveeieereneeneeesee e 10
Direct-Recording Electronic Voting System...........ccceceevveenee. 10
Public Network Direct-Recording Electronic Voting System.. 10
Precinct Count VOoting SyStem.........cccevveveveeneesesee e e 11
Central Count Voting SYyStem........ccceceveeneninnieneereseeseens 11
ConformanCe ClaLSE ........coueeeieieriere et 11
Scope and ApPlicabIlity .......ooeeieriereee e 11
Conformance FrameworkK ... 122
Applicable ENLItIES........cccoiieiirieseeeee e 122
Relationship Among ENtities.........cccocvevveceveenecce e 133
Structure of REQUITEMENTS........ccvreiiieieeiesee e 133
Conformance LangUAagE..........ccueeeerierreereerieeeeseeseeneesseessenneens 14
Categorizing REQUITEMENLS .........ccovereereenieeie e 14
EXTENSIONS. ..ot 15
Implementation Statement...........ccoceeereerence e 155
EffECliVE DELE......coueeeeeiie e 15



Volume I: Voting System Performance Guidelines
1 Introduction

1 Introduction
1.1 Purpose and Scope of the Voluntary Voting System Guidelines

The purpose of the Voluntary Voting System Guidelines (VVSG or the Guidelines) isto
provide a set of specifications and requirements against which voting systems can be tested
to determineif they provide all the basic functionality, accessibility, and security capabilities
required of voting systems. The VVSG specifies the functional requirements, performance
characteristics, documentation requirements, and test evaluation criteria for the national
certification of voting systems. To the extent possible, these requirements and specifications
are described so they can be assessed by a series of defined, objective tests. The VWWSG is
composed of two volumes: Volume 1, Voting System Performance Guidelines; and Volume
2, National Certification Testing Guidelines.

The VWWSG is one of severa inter-related EAC promulgated guidelines and programs
concerned with maintaining the reliability and security of voting systems and the integrity of
the overall election process. The performance of national certification testing of voting
systems is restricted to testing labs that have been formally accredited to be technically
competent to evaluate systems for conformance to the Voting System Performance
Guidelines. The National Association of State Election Directors (NASED) initiated the
independent testing authority accreditation program for test labs in 1994, applying the
standards and proceduresin NASED Program Handbook 9201 (Revision A). With the
passage of the Help AmericaVote Act (HAVA), thisresponsibility transitioned to the
Election Assistance Commission (EAC) with support from the National Voluntary
Laboratory Accreditation Program (NVLAP). This program is operated by the National
Institute of Standards and Technology (NIST), applying the standards and proceduresin
NIST Handbook 150-22, NVLAP Voting System Testing.

The VWSG and the test |ab accreditation process are essential components of the EAC
National Certification Program for voting systems. This program applies the standards and
procedures documented in the EAC voting system certification manual. HAV A Section 231
charges EAC with providing for the certification, decertification and recertification of voting
systems. Under this program national certification isjust the first step of the life cycle
process of maintaining the reliability and security of the voting systems used in the nation’s
elections. To carry out this mandate, the EAC program will include monitoring of voting
system performance through incident reporting by election officials and others. The
certification program will maintain information on the quality assurance practices associated
with the devel opment and manufacturing of voting systems. When a system has successfully
completed the certification process, the EAC program requires a copy of the certified voting
system software to be provided to the National Software Reference Library operated by
NIST. Thiswill enable election officials to validate that the software received by their
jurisdictions is the same as the certified version.

The VWSG notes the need for appropriate procedures to complement and supplement the
technical requirements for voting system performance. It iswell known that deficienciesin
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election management and administration procedures can have just as much impact on the
enfranchisement of voters and the outcome of elections as the functioning of the voting
machines. The overall integrity of the election process depends on both of these elements
working together. EAC and NASED have instituted a multi-year effort to develop a
comprehensive set of election management guidelines that will complement the technical
system guidelines, as well as cover other elements of the election process.

Except as noted below, Volume | of the Guidelines appliesto all system hardware, software,
telecommunications, and documentation intended for use to:

e Prepare the voting system for use in an election

Produce the appropriate ballot formats

Test that the voting system and ballot materials have been properly prepared and are
ready for use

Record and count votes

Consolidate and report election results

Display results on-site or remotely

Produce and maintain comprehensive audit trail data

Some voting systems use one or more commercia off-the-shelf (COTS) devices (such as
card readers, printers, and personal computers) or software products (such as operating
systems, programming language compilers, and database management systems). These
devices and products are exempt from certain portions of system certification testing, aslong
asthey are not modified for use in the voting system.

Volume 2 describes the testing process to provide a documented independent verification by
an accredited testing laboratory that a voting system has been demonstrated to conform to the
Volume 1 requirements and therefore should receive national certification. It provides the
specific detail about the testing process and documentation requirements required to support
the national certification program.

1.2 Useof the Voluntary Voting System Guidelines

The Guidelines are intended for use by multiple audiences to support their respective rolesin
the development, testing, and acquisition of voting systems:

e The accredited testing laboratories who use this information to devel op test plans and
procedures for the analysis and testing of systems in support of the national
certification testing process

e State and local election officials who are evaluating voting systems for potential use
in their jurisdictions

e V/oting system designers and manufacturers who need to ensure that their products
fulfill all these requirements so they can be certified
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1.3 Evolution of Voting System Standar ds

1.3.1 Federal Election Commission

The first voting system standards were issued in January 1990, by the Federal Election
Commission (FEC). This document included performance standards and testing procedures
for Punchcard, Marksense, and Direct-Recording Electronic (DRE) voting systems. These
standards did not cover paper ballot and mechanical lever systems because paper ballots are
sufficiently self-explanatory not to require technical standards and mechanical lever systems
are no longer manufactured or sold in the United States. The FEC also did not incorporate
requirements for mainframe computer hardware because it was reasonabl e to assume that
sufficient engineering and performance criteria already governed the operation of mainframe
computers. However, vote tally software installed on mainframes was covered.

A national testing effort was initiated by NASED in 1994. Asthe system qualification
process matured and qualified systems were used in the field, the NASED Voting Systems
Board, in consultation with the testing labs, identified certain testing issues that needed to be
resolved. Moreover, rapid advancements in information and personal computer technologies
introduced new voting system devel opment and implementation scenarios not contemplated
by the 1990 Standards.

In 1997, NASED briefed the FEC on the importance of keeping the Standards up to date.
Following arequirements analysis completed in 1999, the FEC initiated an effort to revise
the 1990 Standards to reflect the evolving needs of the elections community. Thisresulted in
the 2002 Voting Systems Standards.

Voters and election officials who use voting systems represent a broad spectrum of the
population, and include individuals with disabilities who may have difficulty using

traditional voting systems. In developing accessibility provisions for the 2002 Voting
System Standards, the FEC requested assistance from the Access Board, the federal agency

in the forefront of promulgating accessibility provisions. The Access Board submitted
technical standards to meet the diverse needs of voters with abroad range of disabilities. The
FEC adopted the entirety of the Access Board’ s recommendations and incorporated them into
the 2002 Voting Systems Standards.

1.3.2 Election Assistance Commission

In 2002, Congress passed the Help America Vote Act, which established the U.S. Election
Assistance Commission (EAC). EAC was mandated to devel op and adopt new voluntary
voting system guidelines and to provide for the testing, certification, and decertification of
voting systems. HAV A also established the Technical Guidelines Development Committee
(TGDC) with the duty of assisting the EAC in the devel opment of the new guidelines. The
Director of NIST chairsthe TGDC, and NIST was tasked to provide technical support to
their work. The TGDC delivered their initial set of recommendations to the EAC in May,
2005.
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The TGDC built on the foundation of the 2002 V oting Systems Standards and the
accessibility provisions of HAV A to expand requirements for voting system usability and
accessibility. HAV A mandates that voting systems shall be accessible for individuals with
disabilities in amanner that provides the same opportunity for access and participation
(including privacy and independence) as for other voters. To facilitate the ability of
jurisdictions to meet these requirements, HAV A allows for the use of at |east one direct-
recording electronic or other voting system equipped for individuals with disabilities at each
polling place. Implementing this provision, however, will not entirely eliminate the necessity
of accommodating the needs of some disabled voters by human assistance, given the
limitations of current technology.

The 2005 VWG is the culmination of sixteen months of effort by the TGDC, NIST and the
EAC. Thereis still much to be done to further develop the technical guidelines for voting
system performance, accessibility and usability features, and security. Further work is also
needed for the specification of comprehensive standard test suites for certification testing, to
include testing for usability and accessibility features and expanded security testing.

1.4 Overview of Voting System Testing
1.4.1 The National Certification Program for Voting Systems

The purpose of the national certification program is to validate and document, through an
independent testing process, that voting systems meet the requirements set forth in VVSG
Volume 1 - Voting System Performance Guidelines, and perform according to the vendor’s
specifications for the system. VVolume 1 specifies the minimum functional requirements,
performance characteristics, documentation requirements, and test evaluation criteria that
voting systems must meet in order to receive national certification. At the time of VVSG
2005 publication, 39 states either require national certification or utilize the national
standards when certifying voting systems.

National certification testing can only be performed by testing labs that have been accredited
for demonstrated technical competence to test voting systems using these Guidelines.
Volume 2 of the VVSG - National Certification Testing Guidelines - provides guidance on
the testing process and describes the associated documentation requirements. These tests
encompass the examination of software; the inspection and evaluation of system
documentation,; tests of hardware under conditions simulating the intended storage,
operation, transportation, and maintenance environments; operational tests to validate system
performance and function under normal and abnormal conditions; and examination of the
vendor’ s system development, testing, quality assurance, and configuration management
practices. Certification tests address individual system components or elements, as well as
the integrated system as awhole.

Since 1994, testing of voting systems has been performed by Independent Test Authorities
(ITAs) certified by NASED. Upon the successful completion of testing, the ITA issued a
Qualification Test Report to the vendor and NASED. The Technical Committee of the
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NASED Voting Systems Board would review the test report and, if satisfactory, issue a
Qualification Number. The Qualification Number remains valid for aslong as the voting
system remains unchanged.

HAV A mandated that the certification testing process be transferred from NASED to EAC.
National certification testing complements and eval uates the vendor's devel opmental testing
and betatesting. The test lab is expected to evaluate the completeness of the vendor's
developmental test program, including the sufficiency of vendor tests conducted to
demonstrate compliance with the Guidelines as well as the system’ s performance
specifications. The test 1ab undertakes sample testing of the vendor's test modules and also
designs independent system-level tests to supplement and check those designed by the
vendor. Although some of the certification tests are based on those prescribed in the Military
Standards, in most cases the test conditions are less stringent, reflecting commercial, rather
than military, practice.

Upon review of test reports and a determination that satisfactory results were achieved that
address the full scope of testing, EAC will issue a certification number that indicates the
system has successfully completed testing by an accredited test lab for compliance with the
Guidelines. The certification number applies to the system as a whole and does not apply to
individual system components or untested configurations.

After asystem has completed initial certification testing, further examination of the systemis
required if modifications are made to hardware, software, or telecommunications, including
the installation of software on different hardware. Vendors request review of modifications
by the test lab based on the nature and scope of changes made. The test lab will assess
whether the modified system should be resubmitted for certification testing and the extent of
testing to be conducted, and then it will provide an appropriate recommendation to the EAC
and the vendor.

Generally, avoting system remains certified under the standards against which it was tested
as long as no modifications requiring recertification have been made to the system. However,
if anew threat to a particular voting system is discovered, it is the prerogative of EAC to
determine which certified voting systems are vulnerable, whether those systems need to be
retested, and the specific tests to be conducted. In addition, when new requirements
supersede the requirements under which the system was certified, it is the prerogative of
EAC to determine when systems that were certified under the earlier requirements will need
to be re-tested to meet current guidelines.

1.4.2 State Certification Testing

State certification tests are performed by individual states, with or without the assistance of
outside consultants, to:

e Confirm that the voting system presented is the same as the one certified under the
Guidelines
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e Test for the proper implementation of state-specific requirements

e Establish abaseline for future evaluations or tests of the system, such as acceptance
testing or state review after modifications have been made

e Define acceptance tests

State certification test scripts are not included in the Guidelines, as they must be defined by
the state, with itslaws, election practices, and needs in mind. However, it is recommended
that they not duplicate the national certification tests, but instead focus on functional tests
and qualitative assessment to ensure that the system operates in a manner that is acceptable
under state law. If avoting system is modified after state certification is completed, itis
recommended that states reeval uate the system to determine if further certification testing is
warranted.

Certification tests performed by individua states typically rely on information contained in
documentation provided by the vendor for system design, installation, operations, required
facilities and supplies, personnel support and other aspects of the voting system. States and
jurisdictions may define information and documentation requirements additional to those
defined in the Guidelines. By design, the Guidelines do not address these additional
requirements. However, national certification testing will address all the capabilities of a
voting system stated by the vendor in the system documentation submitted with the testing
application to the EAC, including additional capabilities that are not required by the states.

1.4.3 Acceptance Testing

Acceptance tests are performed at the state or local jurisdiction level upon system delivery by
the vendor to:

e Confirm that the system delivered is the specific system certified by EAC and, when
applicable, certified by the state

e Evaluate the degree to which delivered units conform to both the system
characteristics specified in the procurement documentation, and those demonstrated
in the national and state certification tests

e Establish abaseline for any future required audits of the system

Some of the operational tests conducted during certification may be repeated during
acceptance testing.

1.5 Definitions, References, and Types of Voting Systems
1.5.1 Definitions and References

The Guidelines contain terms describing function, design, documentation, and testing
attributes of voting system hardware, software and telecommunications. Unless otherwise
specified, the intended sense of technical terms s that which is commonly used by the
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information technology industry. In some cases terminology is specific to elections or voting
systems. A glossary of termsis contained in Appendix A. Non-technical terms not listed in
Appendix A shall be interpreted according to their standard dictionary definitions.

There are anumber of technical standards that are incorporated in the Guidelines by
reference. These are referred to by title in the body of the document. The full citations for
these publications are provided in Appendix B. In addition, this appendix includes other
references that may be useful for understanding and interpretation.

1.5.2 Types of Voting Systems

HAVA Section 301 defines avoting system as the total combination of mechanical,
electromechanical, or electronic equipment (including the software, firmware, and
documentation required to program, control, and support the equipment), that is used to
define ballots; to cast and count votes; to report or display election results; and to maintain
and produce any audit trail information. In addition, a voting system includes the practices
and associated documentation used to identify system components and versions of such
components, to test the system during its devel opment and maintenance; to maintain records
of system errors and defects; to determine specific system changes made after initial
certification; and to make available any materialsto the voter (such as notices, instructions,
forms, or paper ballots).

Traditionally, a voting system has been defined by the mechanism the system uses to cast
votes and further categorized by the location where the system tabul ates ballots. In addition
to defining a common set of requirements that apply to all voting systems, the VVSG states
requirements specific to a particular type of voting system, where appropriate. However, the
Guidelines recognize that as the industry develops new solutions and the technology
continues to evolve, the distinctions between voting system types may become blurred. The
fact that the VVSG refers to specific system types is not intended to stifle innovations that
may be based on a more fluid understanding of system types. However, appropriate
procedures must be in place to ensure new developments provide the necessary integrity and
can be properly evaluated in the certification process.

Conseguently, vendors that submit a system that integrates components from more than one
traditional system type or a system that includes components or technology not addressed in
the Guidelines shall submit the results of all betatests of the new system when applying for
national certification. Vendors shall also submit a proposed test plan to the EAC for usein
national certification testing. The Guidelines permit vendors to produce or utilize
interoperable components of avoting system that are tested within the full voting system
configuration.

The listing below summarizes the functional requirements that HAV A Section 301 mandates
to assist voters. While these requirements may be implemented in a different manner for
different types of voting systems, all types of voting systems must provide these capabilities:
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e permit the voter to verify (in a private and independent manner) the vote selected by
the voter on the ballot before the ballot is cast and counted

¢ provide the voter with the opportunity (in a private and independent manner) to
change the ballot or correct any error before the ballot is cast and counted

e notify the voter if he or she has selected more than one candidate for a single office,
inform the voter of the effect of casting multiple votes for a single office, and provide
the voter an opportunity to correct the ballot beforeit is cast and counted

e be accessible for individuals with disabilities in a manner that provides the same
opportunity for access and participation (including privacy and independence) as for

other voters
e provide aternative language accessibility pursuant to Section 203 of the Voting
Rights Act

1.5.2.1 Paper-Based Voting System

A paper-based voting system records votes, counts votes, and produces a tabulation of the
vote count from votes cast on paper cards or sheets. A marksense (also known as optical
scan) voting system allows a voter to record votes by making marks directly on the ballot,
usualy in voting response locations. Additionally, a paper-based system may allow for the
voter’s selections to be indicated by marks made on a paper ballot by an electronic input
device, as long as such an input device does not independently record, store, or tabulate the
voter selections.

1.5.2.2 Direct-Recording Electronic Voting System

A direct-recording electronic (DRE) voting system records votes by means of a ballot display
provided with mechanical or electro-optical components that can be activated by the voter;
that processes data by means of a computer program; and that records voting data and ballot
images in memory components. It produces atabulation of the voting data stored in a
removable memory component and as printed copy. The system may also provide a means
for transmitting individual ballots or vote totals to a central location for consolidating and
reporting results from precincts at the central location.

1.5.2.3 Public Network Direct-Recording Electronic Voting
System

A public network DRE voting system is an election system that uses el ectronic ballots and
transmits vote data from the polling place to another location over a public network. Vote
data may be transmitted as individual ballots as they are cast, periodically as batches of
ballots throughout the election day, or as one batch at the close of voting. For purposes of the
Guidelines, public network DRE voting systems are considered aform of DRE voting system
and are subject to the standards applicable to DRE voting systems. However, because
transmitting vote data over public networks relies on equipment beyond the control of the
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election authority, the system is subject to additional threats to system integrity and
availability. Therefore, additional requirements are applied to provide appropriate security
for data transmission.

The use of public networks for transmitting vote data must provide the same level of integrity
as other forms of voting systems, and must be accomplished in a manner that precludes three
risks to the election process: automated casting of fraudulent votes, automated manipulation
of vote counts, and disruption of the voting process such that the system is unavailable to
voters during the time period authorized for system use.

1.5.2.4 Precinct Count Voting System

A precinct count voting system is avoting system that tabulates ballots at the polling place.
These systems typically tabulate ballots as they are cast and print the results after the close of
polling. For DREs and some paper-based systems these systems provide electronic storage of
the vote count and may transmit results to a central location over public telecommunication
networks.

1.5.2.5 Central Count Voting System

A central count voting system is a voting system that tabulates ballots from multiple
precincts at a central location. Voted ballots are typically placed into secure storage at the
polling place. Stored ballots are transported or transmitted to a central counting location. The
system produces a printed report of the vote count, and may produce a report stored on
electronic media.

1.6 Conformance Clause

1.6.1 Scope and Applicability

The Voluntary Voting System Guidelines define requirements for conformance of voting
systems that voting system vendors shall meet. The Guidelines also provide the framework,
procedures, and requirements that testing labs responsible for the certification testing of
voting systems shall follow. The requirements and procedures in the Guidelines may also be
used by states to certify voting systems. To ensure that correct voting system software has
been distributed without modification, the Guidelines include requirements for certified
voting system software to be deposited in a national software repository. This provides an
independent means for election officials to verify the software they purchase.

The Guidelines define the minimum requirements for voting systems and the process of
testing voting systems. The guidelines are intended for use by:
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Designers and manufacturers of voting systems

Test labs performing the analysis and testing of voting systemsin support of the EAC
national certification process

Software repositories designated by EAC or by a state

Election officials, including ballot designers and officials responsible for the
installation, operation, and maintenance of voting machines

e Test labs and consultants performing the state certification of voting systems

Minimum requirements specified in these guidelines include:

Functional capabilities

Performance characteristics, including security
Documentation

Test evaluation criteria

1.6.2 Conformance Framewor k

This section provides the framework in which conformance is defined. It identifies the
entities to which these guidelines apply, the relationships among the various entities, the
structure of the requirements, and the terminology used to indicate conformance.

1.6.2.1 Applicable Entities

The requirements, prohibitions, options, and guidance specified in these guidelines apply to
voting systems, voting system vendors, test labs, and software repositories. In general,
requirements for voting systemsin these guidelines apply to all types of voting systems,
unless prefaced with explanatory narrative that applicability islimited to a specific type of
system. Other termsin these guidelines shall be construed as synonymous with “voting
systems.” They are: “systems’, “the system”, “the voting system”, and “ each voting
system.”

The term “voting system vendor” imposes documentation or testing requirements for the
manufacturer or vendor. Other terms in these guidelines shall be construed as synonymous
with “voting system vendor.” They are: “vendors’, “the vendor”, “ manufacturer or vendor”,
“voting system designers’, and "implementer"”.

The terms used to designate requirements and procedural guidelines for national certification
testing laboratories are indicated by referring to “testing authorities’, “test labs’, and
“accredited test labs’. The term “repository” will be used to designate requirements levied on
the National Software Reference Library repository maintained at NIST or any other
designated repository.
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1.6.2.2 Relationships Among Entities

It is the voting system vendor that needs to implement these requirements and provide the
necessary documentation for the system. In order to claim conformance to the Guidelines,
the voting system vendor shall satisfy the specified requirements, including implementation
of functionality, prescribed software coding and assurance practices, and preparation of the
Technical Data Package. The voting system vendor shall successfully complete the
prescribed test campaign with an EAC accredited test lab.

The accredited test lab shall satisfy the requirements for conducting certification testing. The
test lab may use an operational environment emulating that used by election officials as part
of their testing to ensure that the voting system can be configured and operated in a secure
and reliable manner according to the vendor’ s documentation and as specified by the
Guidelines. The test lab shall coordinate and deliver the requisite documentation and test
report to the EAC for review. Upon issuance of a certification number by the EAC, the test
lab shall deposit a copy of the certified voting system software with the National Software
Reference Library.

The EAC shall review the test results and associated documentation and make a
determination that all requirements have been appropriately tested and the test results are
acceptable. The EAC will issue a national certification number that indicates conformance of
the specified system with these Guidelines.

The National Software Reference Library (NSRL) shall create a digital signature of the
voting system software provided by the test |ab. Thisinformation will be posted to awebsite
so election officials can compare the digital signature of the software provided to them by the
voting system vendor with this certified reference. The NSRL shall maintain this reference
information until notified by the EAC that it can be archived.

1.6.3 Structure of Requirements

Each voting system requirement in Volume | isidentified according to a hierarchical scheme
in which higher-level requirements (such as “ provide accessibility for visually impaired
voters’) are supported by lower-level requirements (e.g., “ provide an audio-tactile
interface”). Thus, requirements are nested. When the nesting hierarchy has reached four
levels (i.e., 1.1.1.1), further nested requirements are designated with lowercase letters, then
roman numerals, then numbers. Therefore, al requirements are traceable by a distinct
reference.

Some requirements are directly testable and some are not. The latter tend to be higher-level
and are included because (1) they are testable indirectly insofar as their lower-level
requirements are testable, and (2) they often provide the structure and rationale for the lower-
level requirements. Satisfying the lower-level requirements will result in satisfying the
higher-level requirement.
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1.6.3.1 Conformance Language

The following keywords are used to convey conformance requirements:

e Shall —indicates a mandatory requirement in order to conform. Synonymous with “is
required to.”

e |sprohibited —indicates a mandatory requirement that indicates something that is not
permitted (allowed) in order to conform. Synonymous with “shall not.”

e Should, isencouraged - indicates an optional recommended action, onethat is
particularly suitable, without mentioning or excluding others. Synonymous with “is
permitted and recommended.”

e May - indicates an optional, permissible action. Synonymous with “is permitted.”

Informative parts of this document include examples, extended explanations, and other
matter that contain information necessary for proper understanding of the Guidelines and
conformanceto it.

1.6.3.2 Categorizing Requirements

The Guidelines set forth a common set of requirements for national certification that apply to
all types of electronic voting systems. They also provide requirements that are applicable for
particular circumstances, such as alternative language capability or disability accessibility.
The requirements implementing the HAV A Section 301(a) mandates, except for disability
accessibility, must be met by all voting systems. The alternative language capability
mandated by Section 301(a)(4) must be met by al systems intended for use in jurisdictions
subject to Section 203 of the Voting Rights Act. The Section 301(a)(3) disability accessibility
requirements must be met by all systems intended to fulfill the one per polling place
disability equipped voting system provision of Section 301(a)(3)(B).

In addition, the Guidelines categorize some requirements into related groups of functionality
to address equipment type, ballot tabulation location, and voting system component (e.g.,

€l ection management system, voting machine). Hence, al of the requirements contained in
the Guidelines do not apply to all elements of al voting systems. For example, requirements
categorized as applying to DRE systems are not applicable to paper-based voting. The
requirements implementing disability accessibility are not required of all voting systems,
only by those systems the vendor designates as accessible voting systems.

Among the categories defined in the VVSG are two types of voting systems with respect to
mechanisms to cast votes — paper-based voting systems and DRE voting systems.
Additionally, voting systems are further categorized by the locations where ballots are
tabulated — precinct count voting systems, which tabulate ballots at the polling place, and
central count voting systems, which tabulate ballots from multiple precincts at a central
location. The Guidelines define specific requirements for systems that fall within these four
categories as well as various combinations of these categories.
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1.6.3.3 Extensions

Extensions are additional functions, features, and/or capabilitiesincluded in avoting system
that are not required by the Guidelines. To accommodate the needs of states that may impose
additional requirements and to accommodate changes in technology, these guidelines allow
extensions. For example, the requirements for a voter verifiable paper audit trail feature will
only be applied to those systems designated by the vendor as providing this feature. The use
of extensions shall not contradict nor cause the nonconformance of functionality required by
the Guidelines.

1.6.4 Implementation Statement

The voting system implementation statement describes the voting system and documents the
VWSG Volume 1 requirements that have been implemented by the voting system. It can also
identify optional features and capabilities supported by the voting system, as well as any
extensions (i.e., additional functionality beyond what is required in the guidelines). The
implementation statement must include a checklist identifying all the requirements for which
aclaim of conformance is made.

The implementation statement must be submitted with the vendor’ s application to the EAC
for national certification testing. It must provide a concise summary and narrative description
of the voting system’s capabilities. It shall include identifying information about the voting
system, including the hardware and software components, version number and date.

1.7 Effective Date

The Voluntary Voting System Guidelines (VVSG) shall become effective for national
certification testing 24 months after their final adoption in December, 2005 by EAC. At that
time, all new systems submitted for national certification shall be tested for conformance
with these Guidelines. In addition, if amodification to a system certified or qualified to a
previous standard is submitted for national certification after this date, every component of
the modified system shall be tested using these Guidelines. All previous versions of national
voting system standards will become obsolete upon this effective date.

These Guidelines are voluntary in that each of the states can decide whether to require the
voting systems used in their state to have a national certification. States may decide to adopt
these Guidelinesin whole or in part at any time, irrespective of the effective date. In addition,
states may specify additional requirements that voting systemsin their jurisdiction must
meet. The national certification program does not in any way pre-empt the ability of the
states to have their own system certification process.

This VVSG effective date provision has no effect on the mandatory voting system
requirements prescribed in HAV A Section 301(a), which states must comply with on or
before January 1, 2006. The EAC issued Advisory 2005-004 to assist states in determining if
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avoting system is compliant with Section 301(a). This advisory is available on the EAC
website at www.eac.gov.
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2 Functional Requirements

This section contains requirements detailing the functional capabilities required of a voting
system. This section sets out precisely what a voting system is required to do. In addition, it
sets forth the minimum actions a voting system must be able to perform to be eligible for
certification.

For organizational purposes, functional capabilities are categorized as follows by the phase
of election activity in which they are required:

2.1 Overall System Capabilities. These functional capabilities apply throughout the
election process. They include security, accuracy, integrity, system auditability,
€l ection management system, vote tabulation, ballot counters, telecommunications,
and data retention.

2.2 Pre-voting Capabilities: These functional capabilities are used to prepare the
voting system for voting. They include ballot preparation, the preparation of
el ection-specific software (including firmware), the production of ballots, the
installation of ballots and ballot counting software (including firmware), and
system and equipment tests.

2.3 Voting System Capabilities: These functional capabilities include all operations
conducted at the polling place by voters and officials including the generation of
status messages.

2.4 Post-voting Capabilities: These functional capabilities apply after all votes have
been cast. They include closing the polling place; obtaining reports by voting
machine, polling place, and precinct; obtaining consolidated reports; and obtaining
reports of audit trails.

2.5 Maintenance, Transportation and Storage Capabilities: These capabilities are
necessary to maintain, transport, and store voting system equipment.

In recognition of the diversity of voting systems, the Guidelines apply specific requirements
to specific technologies. Some of the guidelines apply only if the system incorporates certain
optional functions (for example, voting systems employing telecommunications to transmit
voting data). For each functional capability, common requirements are specified. Where
necessary, these are followed by requirements applicable to specific technologies (i.e., paper-
based or DRE) or intended use (i.e., central or precinct count).

2.1 Overall System Capabilities

This section defines required functional capabilities that are system-wide in nature and not
unique to pre-voting, voting, and post-voting operations. All voting systems shall provide
the following functional capabilities, further outlined in this section:
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2.1.1 Security

2.1.2 Accuracy

2.1.3 Error Recovery

2.1.4 Integrity

215 System Audit

2.1.6 Election Management System
2.1.7 Vote Tabulating Program
2.1.8 Badlot Counter

2.1.9 Telecommunications

2.1.10 Data Retention

Voting systems may also include telecommunications components. Technical standards for
these capabilities are described in Sections 3 through 6 of the Voluntary Voting System
Guidelines.

2.1.1 Security

System security is achieved through a combination of technical capabilities and sound
administrative practices. To ensure security, all systems shall:

a. Provide security access controls that limit or detect accessto critical system
components to guard against loss of system integrity, availability, confidentiality, and
accountability

b. Provide system functions that are executable only in the intended manner and order,
and only under the intended conditions

c. Use the system's control logic to prevent a system function from executing if any
preconditions to the function have not been met

d. Provide safeguards in response to system failure to protect against tampering during
system repair or interventions in system operations

e. Provide security provisions that are compatible with the procedures and administrative
tasks involved in equipment preparation, testing, and operation

f. Incorporate a means of implementing a capability if accessto a system function isto be
restricted or controlled

g. Provide documentation of mandatory administrative procedures for effective system
security
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2.1.2 Accuracy

Memory hardware, such as semiconductor devices and magnetic storage media, must be
accurate. The design of equipment in al voting systems shall provide for the highest possible
levels of protection against mechanical, thermal, and electromagnetic stresses that impact
system accuracy. Section 4 provides additional information on susceptibility requirements.
To ensure vote accuracy, al systems shall:

a. Record the election contests, candidates, and issues exactly as defined by election
officials

b. Record the appropriate options for casting and recording votes

c. Record each vote precisely as indicated by the voter and produce an accurate report of
al votes cast;

d. Include control logic and data processing methods incorporating parity and check-
sums (or equivalent error detection and correction methods) to demonstrate that the
system has been designed for accuracy

e. Provide software that monitors the overall quality of data read-write and transfer
quality status, checking the number and types of errors that occur in any of the
relevant operations on data and how they were corrected

In addition, DRE systems shall:

f. Asan additional means of ensuring accuracy in DRE systems, voting devices shall
record and retain redundant copies of the original ballot image. A ballot imageisan
electronic record of all votes cast by the voter, including undervotes.

2.1.3 Error Recovery

To recover from a non-catastrophic failure of adevice, or from any error or malfunction that
iswithin the operator's ability to correct, the system shall provide the following capabilities:

a. Restoration of the device to the operating condition existing immediately prior to the
error or failure, without loss or corruption of voting data previously stored in the
device

b. Resumption of normal operation following the correction of afailure in amemory
component, or in a data processing component, including the central processing unit

c. Recovery from any other external condition that causes equipment to become
inoperable, provided that catastrophic electrical or mechanical damage due to external
phenomena has not occurred
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2.1.4 Integrity

Integrity measures ensure the physical stability and function of the vote recording and
counting processes.
To ensure system integrity, all systems shall:

a. Protect against a single point of failure that would prevent further voting at the
polling place

b. Protect against the interruption of electrical power

c. Protect against generated or induced electromagnetic radiation

d. Protect against ambient temperature and humidity fluctuations

e. Protect against the failure of any data input or storage device

f. Protect against any attempt at improper data entry or retrieval

0. Record and report the date and time of normal and abnormal events

h. Maintain a permanent record of all original audit datathat cannot be modified or
overridden but may be augmented by designated authorized officialsin order to adjust
for errors or omissions (e.g., during the canvassing process)

i. Detect and record every event, including the occurrence of an error condition that the
system cannot overcome, and time-dependent or programmed events that occur
without the intervention of the voter or a polling place operator

j. Include built-in measurement, self-test, and diagnostic software and hardware for
detecting and reporting the system'’s status and degree of operability

In addition to the common requirements, DRE systems shall:

k.Maintain arecord of each ballot cast using a process and storage location that differs
from the main vote detection, interpretation, processing, and reporting path

|. Provide a capability to retrieve ballot images in a form readable by humans

2.15 System Audit

This subsection describes the context and purpose of voting system audits and sets forth
specific functional requirements. Election audit trails provide the supporting documentation
for verifying the accuracy of reported election results. They present a concrete, indestructible
archival record of all system activity related to the vote tally, and are essential for public
confidence in the accuracy of thetally, for recounts, and for evidence in the event of crimina
or civil litigation.
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These requirements are based on the premise that system-generated creation and maintenance
of audit records reduces the chance of error associated with manually generated audit
records. Because most audit capability is automatic, the system operator has less information
to track and record, and is less likely to make mistakes or omissions. The subsections that
follow present operational requirements critical to acceptable performance and reconstruction
of an election. Requirements for the content of audit records are described in Section 5.

The requirements for all system types, both precinct and central count, are described in
generic language. Because the actual implementation of specific characteristics may vary
from system to system, it is the responsibility of the vendor to describe each system's
characteristics in sufficient detail so that test labs and system users can evaluate the adequacy
of the system's audit trail. This description shall be incorporated in the System Operating
Manual, which is part of the Technical Data Package.

Documentation of items such as paper ballots delivered, paper ballots collected,
administrative procedures for system security, and maintenance performed on voting
equipment are also part of the election audit trail, but are not covered in these technical
standards. Useful guidance is provided by the Innovations in Election Administration #10;
Ballot Security and Accountability, available on the EAC’ s website.

2.1.5.1 Operational Requirements

Audit records shall be prepared for al phases of election operations performed using devices
controlled by the jurisdiction or its contractors. These records rely upon automated audit data
acquisition and machine-generated reports, with manual input of some information. These
records shall address the ballot preparation and election definition phase, system readiness
tests, and voting and ballot-counting operations. The software shall activate the logging and
reporting of audit data as described below.
a. The timing and sequence of audit record entriesis as important as the data contained
in the record. All voting systems shall meet the requirements for time, sequence and
preservation of audit records outlined below.

i. Except where noted, systems shall provide the capability to create and maintain
areal-time audit record. This capability records and provides the operator or
precinct official with continuous updates on machine status. This information
allows effective operator identification of an error condition requiring
intervention, and contributes to the reconstruction of election-related events
necessary for recounts or litigation.

ii. All systems shall include areal-time clock as part of the system’s hardware.
The system shall maintain an absolute record of the time and date or arecord
relative to some event whose time and data are known and recorded.

iii. All audit record entries shall include the time-and-date stamp.

iv. The audit record shall be active whenever the system isin an operating mode.
Thisrecord shall be available at all times, though it need not be continually
visible.
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v. The generation of audit record entries shall not be terminated or altered by
program control, or by the intervention of any person. The physical security and
integrity of the record shall be maintained at al times.

vi. Once the system has been activated for any function, the system shall preserve
the contents of the audit record during any interruption of power to the system
until processing and data reporting have been completed.

vii. The system shall be capable of printing a copy of the audit record. A separate
printer is not required for the audit record, and the record may be produced on
the standard system printer if all the following conditions are met:

e The generation of audit trail records does not interfere with the production
of output reports

e Theentries can be identified so as to facilitate their recognition,
segregation, and retention

e Theaudit record entries are kept physically secure

b. All voting systems shall meet the requirements for error messages below.

i. Thevoting system shall generate, store, and report to the user all error messages
asthey occur.

ii. All error messages requiring intervention by an operator or precinct officia
shall be displayed or printed clearly in easily understood language text, or by
means of other suitable visual indicators.

iii. When the voting system uses numerical error codes for trained technician
maintenance or repair, the text corresponding to the code shall be self-
contained, or affixed inside the voting machine. Thisis intended to reduce
inappropriate reactions to error conditions, and to alow for ready and effective
problem correction.

iv. All error messages for which correction impacts vote recording or vote
processing shall be written in a manner that is understandable to an election
official who possesses training on system use and operation, but does not
possess technical training on system servicing and repair.

v. The message cue for all voting systems shall clearly state the action to be
performed in the event that voter or operator responseis required.

vi. Voting system design shall ensure that erroneous responses will not lead to
irreversible error.

vii. Nested error conditions shall be corrected in a controlled sequence such that

voting system status shall be restored to the initial state existing before the first
error occurred.
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C. The Guidelines provide latitude in software design so that vendors can consider
various user processing and reporting needs. The jurisdiction may require some status
and information messages to be displayed and reported in real-time. Messages that do
not require operator intervention may be stored in memory to be recovered after
ballot processing has been completed.

The voting system shall display and report critical status messages using clear
indicators or English language text. The voting system need not display non-critical
status messages at the time of occurrence. Voting systems may display non-critical
status messages (i.e., those that do not require operator intervention) by means of
numerical codes for subsequent interpretation and reporting as unambiguous text.

Voting systems shall provide a capability for the status messages to become part of
the real-time audit record. The voting system shall provide a capability for a
jurisdiction to designate critical status messages.

2.1.5.2 Use of Shared Computing Platforms

Further requirements must be applied to Commercial-off-the-Shelf operating systems to
ensure compl eteness and integrity of audit datafor election software. These operating
systems are capable of executing multiple application programs simultaneously. These
systems include both servers and workstations, including the many varieties of UNIX and
Linux, and those offered by Microsoft and Apple. Election software running on these
systems is vulnerable to unintended effects from other user sessions, applications, and
utilities executing on the same platform at the same time as the el ection software.

“Simultaneous processes’ of concern include: unauthorized network connections, unplanned
user logins, and unintended execution or termination of operating system processes. An
unauthorized network connection or unplanned user login can host unintended processes and
user actions, such as the termination of operating system audit, the termination of election
software processes, or the deletion of election software audit and logging data. The execution
of an operating system process could be afull system scan at atime when that process would
adversely affect the election software processes. Operating system processes improperly
terminated could be system audit or malicious code detection.

To counter these vulnerabilities, three operating system protections are required on all such
systems on which election software is hosted. First, authentication shall be configured on the
local terminal (display screen and keyboard) and on al external connection devices
(“network cards” and “ports’). This ensures that only authorized and identified users affect
the system while election software is running.

Second, operating system audit shall be enabled for all session openings and closings, for all

connection openings and closings, for all process executions and terminations, and for the
ateration or deletion of any memory or file object. This ensures the accuracy and
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completeness of election data stored on the system. It also ensures the existence of an audit
record of any person or process altering or deleting system data or election data.

Third, the system shall be configured to execute only intended and necessary processes
during the execution of election software. The system shall also be configured to halt election
software processes upon the termination of any critical system process (such as system audit)
during the execution of election software.

2.1.6 Election Management System

The Election Management System (EMS) is used to prepare ballots and programs for use in
casting and counting votes, and to consolidate, report, and display election results. An EMS
shall generate and maintain a database, or one or more interactive databases, that enables
election officials or their designees to perform the following functions:

¢ Define political subdivision boundaries and multiple election districts asindicated in
the system documentation
|dentify contests, candidates, and issues
Define ballot formats and appropriate voting options
Generate ballots and el ection-specific programs for voting equipment
Install ballots and el ection-specific programs
Test that ballots and programs have been properly prepared and installed
Accumulate vote totals at multiple reporting levels as indicated in the system
documentation
Generate the post-voting reports required by Subsection 2.4
e Process and produce audit reports of the data as indicated in Subsection 5.5

2.1.7 VoteTabulating Program

Each voting system shall have a vote tabulation program that will meet specific functional
reguirements.

2.1.7.1 Functions

The vote tabulating program software resident in each voting machine, vote count server, or
other devices shall include all software modules required to:

a. Monitor system status and generate machine-level audit reports

b. Accommodate device control functions performed by polling place officials and
mai ntenance personnel

c. Register and accumulate votes

d. Accommodate variations in ballot counting logic

26



Volume I: Voting System Performance Guidelines
2 Functional Requirements

2.1.7.2Voting Variations

There are significant variations among state election laws with respect to permissible ballot
contents, voting options, and the associated ballot counting logic. The Technical Data
Package accompanying the system shall specifically identify which of the following items
can and cannot be supported by the voting system, as well as how the voting system can
implement the items supported:

Closed primaries

Open primaries

Partisan offices

Non-partisan offices

Write-in voting

Primary presidential delegation nominations
Ballot rotation

Straight party voting

Cross-party endorsement

Split precincts

Votefor N of M

Recall issues, with options
Cumulative voting

Ranked order voting

Provisional or challenged ballots

2.1.8 Ballot Counter

For all voting systems, each piece of voting equipment that tabulates ballots shall provide a
counter that:

a. Can be set to zero before any ballots are submitted for tally
b. Records the number of ballots cast during a particular test cycle or election
c. Increases the count only by the input of a ballot

d. Prevents or disables the resetting of the counter by any person other than authorized
persons at authorized points

e. Isvisible to designated election officials
2.1.9 Telecommunications

For all voting systems that use telecommunications for the transmission of data during pre-
voting, voting or post-voting activities, capabilities shall be provided that ensure data are
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transmitted with no alteration or unauthorized disclosure during transmission. Such
transmissions shall not violate the privacy, secrecy, and integrity demands of the Guidelines.
Section 6 describes telecommunications standards that apply to, at a minimum, the following
types of data transmissions:

Voter Authentication: Coded information that confirms the identity of a voter for
security purposes for a system that transmit votes individually over a public network

Ballot Definition: Information that describes to voting equipment the content and
appearance of the ballots to be used in an election

Vote Transmission to Central Site: For voting systems that transmit votes
individually over a public network, the transmission of a single vote to the county (or
contractor) for consolidation with other county vote data

Vote Count: Information representing the tabulation of votes at any one of several
levels: polling place, precinct, or central count

List of Voters: A listing of the individual voters who have cast ballots in a specific
election

2.1.10 Data Retention

United States Code Title 42, Sections 1974 through 1974e state that election administrators
shall preserve for 22 months “all records and paper that came into (their) possession relating
to an application, registration, payment of poll tax, or other act requisite to voting.” This
retention requirement applies to systems that will be used at anytime for voting of candidates
for federal offices (e.g., Member of Congress, United States Senator, and/or Presidential
Elector). Therefore, al voting systems shall provide for maintaining the integrity of voting
and audit data during an election and for aperiod of at least 22 months thereafter.

Because the purpose of thislaw isto assist the federal government in discharging itslaw
enforcement responsibilities in connection with civil rights and elections crimes, its scope
must be interpreted in keeping with that objective. The appropriate state or local authority
must preserve all records that may be relevant to the detection and prosecution of federal
civil rights or election crimes for the 22-month federal retention period, if the records were
generated in connection with an election that was held in whole or in part to select federal
candidates. It isimportant to note that Section 1974 does not require that election officials
generate any specific type or classification of election record. However, if arecord is
generated, Section 1974 comes into force and the appropriate authority must retain the
records for 22 months.

For 22-month document retention, the general rule is that all printed copy records produced
by the election database and ballot processing systems shall be so labeled and archived.
Regardless of system type, all audit trail information spelled out in Subsection 5.5 shall be
retained in its original format, whether that be real-time logs generated by the system, or
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manual logs maintained by election personnel. The election audit trail includes not only in-
process logs of election-night and subsequent processing of absentee or provisional ballots,
but also time logs of baseline ballot definition formats, and system readiness and testing
results.

In many voting systems, the source of election-specific data (and ballot formats) is a database
or file. In precinct count voting systems, this datais used to program each machine, establish
ballot layout, and generate tallying files. It is not necessary to retain thisinformation on
electronic mediaif there is an official, authenticated printed copy of all final database
information. However, it is recommended that the state or local jurisdiction also retain
electronic records of the aggregate data for each voting machine so that reconstruction of an
election is possible without data re-entry. The same requirement and recommendation applies
to vote results generated by each precinct count voting machine.

2.2 Pre-voting Capabilities

This subsection defines capabilities required to support functions performed prior to the
opening of polls. All voting systems shall provide capabilities to support:

e Ballot preparation

Election programming

Ballot and program installation and control
Readiness testing

Verification at the polling place
Verification at the central counting place

The standards also include requirements to ensure compatible interfaces with the ballot
definition process and the reporting of election results.

2.2.1 Ballot Preparation
Ballot preparation is the process of using election databases to define the specific contests,
guestions, and related instructions to be contained in ballots and to produce all permissible
ballot layouts. Ballot preparation requirements include:

e Genera capabilities

e Ballot formatting
e Ballot production

2.2.1.1 General Capabilities

All systems shall provide the general capabilities for ballot preparation. All systems shall be
capable of:
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a. Enabling the automatic formatting of ballots in accordance with the requirements for
offices, candidates, and measures qualified to be placed on the ballot for each
political subdivision and election district

b. Collecting and maintaining the following data
i. Offices and their associated |abels and instructions
ii. Candidate names and their associated |abels
iii.|ssues or measures and their associated text

C. Supporting the maximum number of potentially active voting positions as indicated in
the system documentation

d. For aprimary €election, generating ballots that segregate the choices in partisan
contests by party affiliation

e. Generating ballots that contain identifying codes or marks uniquely associated with
each format

f. Ensuring that vote response fields, selection buttons, or switches properly align with
the specific candidate names and/or issues printed on the ballot display, ballot card or
sheet, or separate ballot pages

Paper-based voting systems shall also meet the following requirements applicable to the
technology used:

0. Enable voters to make selections by making a mark in areas designated for this
purpose upon each ballot sheet

h. For marksense systems, ensure that the timing marks align properly with the vote
response fields

2.2.1.2 Ballot Formatting

Ballot formatting is the process by which election officials or their designees use election
databases and voting system software to define the specific contests and related instructions
contained on the ballot and present them in alayout permitted by state law. All voting
systems shall provide a capability for:

a. Creation of newly defined elections
b. Rapid and error-free definition of elections and their associated ballot layouts

c. Uniform allocation of space and fonts used for each office, candidate, and contest
such that the voter perceives no active voting position to be preferred to any other
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d. Simultaneous display of the maximum number of choices for asingle contest as
indicated by the vendor in the system documentation

e. Retention of previously defined formats for an election
f. Prevention of unauthorized modification of any ballot formats

g. Modification by authorized persons of a previously defined ballot format for usein a
subsequent el ection

2.2.1.3 Ballot Production

Ballot production is the process of converting ballot formats to a mediaready for usein the
physical ballot production or electronic presentation.

The voting system shall provide a means of printing or otherwise generating a ballot display
that can be installed in all voting equipment for which it isintended. All voting systems shall
provide the capabilities below.

a. The electronic display or printed document on which the user views the ballot is
capable of rendering an image of the ballot in any of the languages required by the
Voting Rights Act of 1965, as amended.

b. The electronic display or printed document on which the user views the ballot does
not show any advertising or commercial logos of any kind, whether public service,
commercial, or political, unless specifically provided for in state law. Electronic
displays shall not provide connection to such material through hyperlink.

c. The ballot conforms to vendor specifications for type of paper stock, weight, size,
shape, size and location of mark field used to record votes, folding, bleed-through,
and ink for printing if paper ballot documents or paper displays are part of the system.

Vendor documentation for marksense systems shall include specifications for ballot materials
to ensure that vote selections are read from only asingle ballot at atime, without detection of
marks from multiple ballots concurrently (e.g., reading of bleed-through from other ballots).

2.2.2 Election Programming

Election programming is the process by which election officials or their designees use
el ection databases and vendor system software to logically define the voter choices
associated with the contents of the ballots. All systems shall provide for the:

a. Logical definition of the ballot, including the definition of the number of allowable
choices for each office and contest
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b. Logical definition of political and administrative subdivisions, where the list of
candidates or contests varies between polling places

c. Exclusion of any contest on the ballot in which the voter is prohibited from casting a
ballot because of place of residence, or other such administrative or geographical
criteria

d. Ability to select from arange of voting options to conform to the laws of the
jurisdiction in which the system will be used

e. Generation of all required master and distributed copies of the voting program, in
conformance with the definition of the ballots for each voting device and polling
place, and for each tabulating device

2.2.3 Ballot and Program Installation and Control

All systems shall provide a means of installing ballots and programs on each piece of polling
place or central count equipment in accordance with the ballot requirements of the election
and the requirements of the jurisdiction in which the equipment will be used. All systems
shall include the following at the time of ballot and program installation:

a. A detailed work plan or other documentation providing a schedule and steps for the
software and ballot installation, which includes a table outlining the key dates, events
and deliverables

b. A capability for automatically verifying that the software has been properly selected
and installed in the equipment or in programmable memory devices, and for
indicating errors

c. A capability for automatically validating that software correctly matches the ballot
formats that it isintended to process, for detecting errors, and for immediately
notifying an election official of detected errors

2.2.4 Readiness Testing

Election personnel conduct voting equipment and voting system readiness tests prior to the
start of an election to ensure that the voting system functions properly, to confirm that voting
eguipment has been properly integrated, and to obtain equipment status reports. All voting
systems shall provide the capabilities to:

a. Verify that voting equipment and precinct count equipment is properly prepared for
an election, and collect data that verifies equipment readiness

b. Obtain status and data reports from each set of equipment

c. Verify the correct installation and interface of al voting equipment
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d. Verify that hardware and software function correctly
e. Generate consolidated data reports at the polling place and higher jurisdictional levels

f. Segregate test data from actual voting data, either procedurally or by
hardware/software features

Resident test software, external devices, and special purpose test software connected to or
installed in voting equipment to simulate operator and voter functions may be used for these
tests provided that the following standards are met:

0. These elements shall be capable of being tested separately, and shall be proven to be
reliable verification tools prior to their use

h. These elements shall be incapable of atering or introducing any residua effect on the
intended operation of the voting device during any succeeding test and operational
phase

Paper-based systems shall:
i. Support conversion testing that uses all potential ballot positions as active positions

J. Support conversion testing of ballots with active position density for systems without
pre-designated ballot positions

2.2.5 Verification at the Polling Place

Election officials perform verification at the polling place to ensure that all voting systems
and voting equipment function properly before and during an election. All voting systems
shall provide aformal record of the following, in any media, upon verification of the
authenticity of the command source:

a The election's identification data

b. The identification of all equipment units
c. Theidentification of the polling place

d. Theidentification of al ballot formats

e. The contents of each active candidate register by office and of each active measure
register at all storage locations (showing that they contain only zeros)

f. A list of al ballot fields that can be used to invoke specia voting options

g. Other information needed to confirm the readiness of the equipment, and to
accommodate administrative reporting requirements
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To prepare voting devices to accept voted ballots, all voting systems shall provide the
capability to test each device prior to opening to verify that each is operating correctly. At a
minimum, the tests shall include:

h. Confirmation that there are no hardware or software failures
i. Confirmation that the deviceis ready to be activated for accepting votes

If aprecinct count system includes equipment for the consolidation of polling place data at
one or more central counting locations, it shall have means to verify the correct extraction of
voting data from transportable memory devices, or to verify the transmission of secure data
over secure communication links.

2.2.6 Verification at the Central L ocation

Election officials perform verification at the central location to ensure that vote counting and
vote consolidation equipment and software function properly before and after an election.
Upon verification of the authenticity of the command source, any system used in a central
count environment shall provide a printed record of the following:

a. The dlection's identification data

b. The contents of each active candidate register by office and of each active measure
register at all storage locations (showing that they contain al zeros)

c. Other information needed to ensure the readiness of the equipment and to
accommodate administrative reporting requirements

2.3 Voting Capabilities
All voting systems shall support:

e Opening the polls
e Casting aballot

Additionally, all DRE systems shall support:

e Activating the ballot
e Augmenting the election counter
e Augmenting the life-cycle counter
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2.3.1 Opening the Polls

The capabilities required for opening the polls are specific to individual voting system
technologies. At a minimum, the systems shall provide the functional capabilitiesindicated
below.

2.3.1.1 Precinct Count Systems

To allow voting devices to be activated for voting, all precinct count systems shall provide:

a. Aninternal test or diagnostic capability to verify that al of the polling place tests
specified in Subsection 2.2.5 have been successfully completed

b. Automatic disabling of any device that has not been tested until it has been tested

2.3.1.2 Paper-based System Requirements
To facilitate opening the polls, al paper-based systems shall include:

a. A means of verifying that ballot marking devices are properly prepared and ready to
use

b. A voting booth or similar facility, in which the voter may mark the ballot in privacy
c. Secure receptacles for holding voted ballots

In addition to the above requirements, all paper-based precinct count equipment shall include
ameans of:

d. Activating the ballot counting device
e. Verifying that the device has been correctly activated and is functioning properly

f. Identifying device failure and corrective action needed

2.3.1.3 DRE System Requirements
To facilitate opening the polls, al DRE systems shall include:

a. A security seal, a password, or a data code recognition capability to prevent the
inadvertent or unauthorized actuation of the poll-opening function

b. A means of enforcing the execution of stepsin the proper sequence if more than one
step isrequired

c. A means of verifying the system has been activated correctly
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d. A means of identifying system failure and any corrective action needed

2.3.2 Activating the Ballot (DRE Systems)
To activate the ballot, all DRE systems shall:

a. Enable election officials to control the content of the ballot presented to the voter,
whether presented in printed form or electronic display, such that each voter is
permitted to record votes only in contests in which that voter is authorized to vote

b. Allow each eligible voter to cast a ballot

c. Prevent avoter from voting on a ballot to which he or sheis not entitled
d. Prevent avoter from casting more than one ballot in the same election
e. Activate the casting of aballot in agenera election

f. Enable the selection of the ballot that is appropriate to the party affiliation declared by
the voter in aprimary election

g.Activate all portions of the ballot upon which the voter is entitled to vote

h. Disable al portions of the ballot upon which the voter is not entitled to vote

2.3.3 Casting a Ballot

Some required capabilities for casting a ballot are common to al systems. Others are specific
to individual voting technologies or intended use. Systems must provide additional functional
capabilities that enable accessibility to disabled voters as defined in Subsection 3.2.

2.3.3.1 Common Requirements
To facilitate casting a ballot, al systems shall:

a. Providetext that is at least 3 millimeters high and provide the capability to adjust or
magnify the text to an apparent size of 6.3 millimeters

b. Protect the secrecy of the vote such that the system cannot reveal any information
about how a particular voter voted, except as otherwise required by individua state
law

c. Record the selection and non-selection of individual vote choices for each contest and
ballot measure
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d. Record the voter’ s selection of candidates whose names do not appear on the ballot, if
permitted under state law, and record as many write-in votes as the number of
candidates the voter is allowed to select

e. In the event of afailure of the main power supply external to the voting system,
provide the capability for any voter who is voting at the time to compl ete casting a
ballot, allow for the successful shutdown of the voting system without loss or
degradation of the voting and audit data, and allow voters to resume voting once the
voting system has reverted to back-up power

f. Provide the capability for voters to continue casting ballots in the event of afailure of
a telecommunications connection within the polling place or between the polling
place and any other location

2.3.3.2 Paper-based System Requirements
All paper-based systems shall:

a. Allow the voter to easily identify the voting field that is associated with each
candidate or ballot measure response

b. Allow the voter to mark the ballot to register avote

c. Allow either the voter or the appropriate election official to place the voted ballot into
the ballot counting device (for precinct count systems) or into a secure receptacle (for
central count systems)

d. Protect the secrecy of the vote throughout the process
In addition to the above requirements, all paper-based precinct count systems shall:

e. Provide feedback to the voter that identifies specific contests for which he or she has
made no selection or fewer than the allowable number of selections (e.g., undervotes)

f. Notify the voter if he or she has made more than the allowable number of selections
for any contest (e.g., overvotes)

g. Notify the voter before the ballot is cast and counted of the effect of making more
than the allowable number of selections for a contest

h. Provide the voter opportunity to correct the ballot for either an undervote or overvote
before the ballot is cast and counted
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2.3.3.3 DRE System Requirements
In addition to the above common requirements, DRE systems shall:

a. Prohibit the voter from accessing or viewing any information on the display screen
that has not been authorized by election officials and preprogrammed into the voting
system (i.e., no potential for display of external information or linking to other
information sources)

b. Enable the voter to easily identify the selection button or switch, or the active area of
the ballot display, that is associated with each candidate or ballot measure response

c. Allow the voter to select his or her preferences on the ballot in any legal number and
combination

d. Indicate that a selection has been made or canceled

e. Indicate to the voter when no sealection, or an insufficient number of selections, has
been made for a contest (e.g., undervotes)

f. Notify the voter if he or she has made more than the allowable number of selections
for any contest (e.g., overvotes)

0. Notify the voter before the ballot is cast and counted of the effect of making more
than the allowable number of selections for a contest

h. Provide the voter opportunity to correct the ballot for either an undervote or overvote
before the ballot is cast and counted

i. Notify the voter when the selection of candidates and measures is compl eted

J. Allow the voter, before the ballot is cast, to review his or her choices and, if the voter
desires, to delete or change his or her choices before the ballot is cast

k. For electronic image displays, prompt the voter to confirm the voter's choices before
casting his or her ballot, signifying to the voter that casting the ballot isirrevocable
and directing the voter to confirm the voter’ s intention to cast the ballot

|. Notify the voter after the vote has been stored successfully that the ballot has been
cast

m. Notify the voter that the ballot has not been cast successfully if it is not stored
successfully, including storage of the ballot image, and provide clear instruction as to
the steps the voter should take to cast his or her ballot should this event occur

n. Provide sufficient computational performance to provide responses back to each voter
entry in no more than three seconds

0. Ensure that the votes stored accurately represent the actual votes cast
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p. Prevent modification of the voter’s vote after the ballot is cast

g. Provide a capability to retrieve ballot images in aform readable by humans[in
accordance with the requirements of Subsections 2.1.2 (f) and 2.1.4 (k) and (1)]

r. Increment the proper ballot position registers or counters
s. Protect the secrecy of the vote throughout the voting process
t. Prohibit access to voted ballots until after the close of polls

u. Provide the ability for election officials to submit test ballots for use in verifying the
end-to-end integrity of the voting system

v. |solate test ballots such that they are accounted for accurately in vote counts and are
not reflected in official vote counts for specific candidates or measures

2.4 Post-Voting Capabilities

All voting systems shall provide capabilities to accumulate and report results for the
jurisdiction and to generate audit trails. In addition, precinct count voting systems must
provide a means to close the polls including generating appropriate reports. If the system
provides the capability to broadcast results, additional standards apply.

2.4.1 Closing the Polls

These requirements for closing the polls and locking voting systems against future voting are
specific to precinct count systems. The voting system shall provide the means for:

a. Preventing the further casting of ballots once the polls has closed

b. Providing an internal test that verifies that the prescribed closing procedure has been
followed, and that the device status is normal

c. Incorporating avisible indication of system status

d. Producing a diagnostic test record that verifies the sequence of events, and indicates
that the extraction of voting data has been activated

e. Precluding the unauthorized reopening of the polls once the poll closing has been
completed for that election

39



Volume I: Voting System Performance Guidelines
2 Functional Requirements

2.4.2 Consolidating Vote Data

All systems shall provide a meansto consolidate vote data from all polling places, and
optionally from other sources such as absentee ballots, provisional ballots, and voted ballots
requiring human review (e.g., write-in votes).

2.4.3 Producing Reports
All systems shall be able to create reports summarizing the vote data on multiple levels.
All systems shall provide capabilities to:

a. Support geographic reporting, which requires the reporting of all results for each
contest at the precinct level and additional jurisdictional levels

b. Produce a printed report of the number of ballots counted by each tabul ator

c. Produce a printed report for each tabulator of the results of each contest that includes
the votes cast for each selection, the count of undervotes, and the count of overvotes

d. Produce a consolidated printed report of the results for each contest of all votes cast
(including the count of ballots from other sources supported by the system as
specified by the vendor) that includes the votes cast for each selection, the count of
undervotes, and the count of overvotes

e. Be capable of producing a consolidated printed report of the combination of
overvotes for any contest that is selected by an authorized official (e.g., the number of
overvotes in agiven contest combining candidate A and candidate B, combining
candidate A and candidate C, etc.)

f. Produce al system audit information required in Subsection 5.4 in the form of printed
reports, or in electronic memory for printing centrally

g. Prevent data from being altered or destroyed by report generation, or by the
transmission of results over telecommunications lines

In addition, all precinct count voting systems shall:

h. Prevent the printing of reports and the unauthorized extraction of data prior to the
officia close of the polls

i. Provide ameans to extract information from a transportable programmable memory
device or data storage medium for vote consolidation

j. Consolidate the data contained in each unit into a single report for the polling place
when more than one voting machine or precinct tabulator is used
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k. Prevent data in transportable memory from being altered or destroyed by report
generation, or by the transmission of official results over telecommunications lines

2.4.4 Broadcasting Results

Some voting systems offer the capability to make unofficial results available to external
organizations such as the news media, political party officials, and others. Although this
capability is not required, systems that make unofficial results available shall:

a. Provide only aggregated results, and not datafrom individual ballots

b. Provide no access path from unofficial electronic reports or files to the storage
devicesfor official data

c. Clearly indicate on each report or file that the results it contains are unofficial

2.5 Maintenance, Transportation, and Storage

All systems shall be designed and manufactured to facilitate preventive and corrective
maintenance, conforming to the hardware standards described in Subsection 4.1. All vote
casting and tally equipment designated for storage between elections shall:

a. Function without degradation in capabilities after transit to and from the place of use,
as demonstrated by meeting the performance standards described in Subsection 4.1

b. Function without degradation in capabilities after storage between elections, as
demonstrated by meeting the performance standards described in Subsection 4.1
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3 Usability and Accessibility Requirements

The importance of usability and accessibility in the design of voting systems has become
increasingly apparent. It isnot sufficient that the internal operation of these systems be
correct; in addition, voters and poll workers must be able to use them effectively. There are
some particular considerations for the design of usable and accessible voting systems:

e Thevoting task itself can be fairly complex; the voter may have to navigate an
electronic ballot, choose multiple candidates in a single contest, or decide on
abstrusely worded referenda

e Voting is performed infrequently, so thereis limited opportunity for voters and poll
workers to gain familiarity with the process

¢ Jurisdictions may change voting equipment, thus obviating whatever familiarity the
voter might have acquired

e Usability and accessibility requirements include a broad range of factors, including
physical abilities, language skills, and technology experience

The challenge, then, isto provide a voting system that voters can use comfortably,
efficiently, and with confidence that they have cast their votes correctly. The requirements
within this section are intended to serve that goal. Three broad principles motivate this
section:

1. All eligible voter s shall have accessto the voting process without discrimination.

The voting process shall be accessible to individuals with disabilities. The voting process
includes access to the polling place, instructions on how to vote, initiating the voting session,
making ballot selections, review of the ballot, final submission of the ballot, and getting help
when needed.

2. Each cast ballot shall accurately captur e the selections made by the voter.

The ballot shall be presented to the voter in amanner that is clear and usable. Voters should
encounter no difficulty or confusion regarding the process for recording their selections.

3. Thevoting process shall preserve the secrecy of the ballot.

The voting process shall preclude anyone else from determining the content of avoter's
ballot, without the voter's cooperation. If such a determination is made against the wishes of
the voter, then his or her privacy has been violated.

All the requirements in this section have the purpose of improving the quality of interaction
between voters and voting systems.
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e Requirements for general usability apply to al voting systems. Requirements for any
alternative languages required by state or federal law are included under this heading.

e Requirementsto assist voters with physical, sensory, or cognitive disabilities apply,
as aminimum, to the accessible voting stations required by HAV A Section 301
(@(3)(B). They may also assist those not usually described as having a disability,
e.g., voters with poor eyesight or limited dexterity.

Several uncommon terms are used in this section. For the convenience of the reader, they are
defined below, in addition to being included in the Glossary. Other terms frequently used
here and throughout this document are defined in the Glossary. Note in particular the
distinctions between these terms: voting system, voting equipment, voting machine and
voting station.

e Common Industry Format (CIF) - the format to be used for usability testing reporting,
described in ANSI/INCITS 354-2001 "Common Industry Format (CIF) for Usability
Test Reports®

e Accessible Voting Station — the voting station equipped for individuals with
disabilities referred toin HAV A 301 (a)(3)(B).

e Audio-Tactile Interface - a voter interface designed not to require visual reading of a
ballot. Audio isused to convey information to the voter and sensitive tactile controls
allow the voter to convey information to the voting system.

3.1 Usability Requirements

The voting process shall provide a high level of usability for voters. Accordingly, voters
shall be able to negotiate the process effectively, efficiently, and comfortably. The
mandatory voting system standards mandated in HAV A Section 301 relate to the interaction
between the voter and the voting system:

a. Requirements.--Each voting system used in an election for
federal office shall meet the following requirements:

1.1n general.--

A. Except asprovided in subparagraph (B), the voting system
(including any lever voting system, optical scanning voting system,
or direct recording electronic system) shall--

i. Permit the voter to verify (in a private and independent manner)
the votes selected by the voter on the ballot beforethe ballot is cast
and counted;

ii. Provide the voter with the opportunity (in a private and
independent manner) to change the ballot or correct any error
before the ballot is cast and counted (including the opportunity to
correct theerror through theissuance of areplacement ballot if
the voter was otherwise unable to change the ballot or correct any
error); and
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iii. If the voter selectsvotesfor more than one candidate for a
single office—

|. Notify the voter that the voter has selected more than one
candidate for a single office on the ballot;

II. Notify the voter beforetheballot is cast and counted of the
effect of casting multiple votesfor the office; and

[I1. Providethe voter with the opportunity to correct the ballot
beforetheballot is cast and counted.

B. A state or jurisdiction that uses a paper ballot voting system, a
punch card voting system, or a central count voting system
(including mail-in absentee ballots and mail-in ballots), may meet
the requirements of subparagraph (A)(iii) by—

i. Establishing a voter education program specific to that voting
system that notifies each voter of the effect of casting multiple
votesfor an office; and

ii. Providing the voter with instructions on how to correct the
ballot beforeit iscast and counted (including instructions on how
to correct theerror through theissuance of a replacement ballot if
the voter was otherwise unable to change the ballot or correct any
error).

C. Thevoting system shall ensure that any notification required
under this paragraph preservesthe privacy of the voter and the
confidentiality of the ballot.

Usability is defined generally as a measure of the effectiveness, efficiency, and satisfaction
achieved by a specified set of userswith agiven product in the performance of specified
tasks. In the context of voting, the primary user is the voter, the product is the voting system,
and the task isthe correct recording of the voter ballot selections. Additional requirements
for task performance are independence and privacy: the voter should normally be able to
complete the voting task without assistance from others, and the voter selections should be
private. Lack of independence or privacy may adversely affect effectiveness (e.g., by
possibly inhibiting the voter's free choice) and efficiency (e.g., by slowing down the process).

Among the basic metrics for usability are:

e low error rate for marking the ballot (the voter selection is correctly conveyed to and
represented within the voting system)

e efficient operation (time required to vote is not excessive)

e satisfaction (voter experience is safe, comfortable, free of stress, and instills
confidence)

It isthe intention of the EAC that in future revisions to the Guidelines, usability will be
addressed by high-level performance-based requirements. That is, the requirements will
directly address metrics for effectiveness (e.g., correct capture of voter selections), efficiency
(e.g., time taken to vote), and satisfaction. Until the supporting research is completed,
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however, the contents of this subsection are limited to abasic set of widely accepted design
requirements and lower-level performance requirements. The reasons for this approach are:

e These are to serve as interim requirements, pending the issuance of high-level
performance requirements

e The actua benefit of numerous detailed design guidelinesis difficult to prove or
measure

e The technical complexity and costs of alarge set of detailed requirements may not be
justified

e Guidelinesthat are difficult to test because of insufficient specificity have been
omitted

While the scope of usability applies to the entire voting process, the emphasisin these
requirementsis on the voter interface with the voting machine, which is assumed to be a
visual-tactile interface.

The outline for this subsection is:

3.1.1 Usability Testing

3.1.2 Functional Capabilities
3.1.3 Alternative Languages
3.1.4 Cognitive Issues

3.1.5 Perceptual Issues

3.1.6 Interaction Issues
3.1.7 Privacy

3.1.1 Usability Testing

The vendor shall conduct summative usability tests on the voting system using individuals
representative of the general population. The vendor shall document the testing performed
and report the test results using the Common Industry Format. This documentation shall be
included in the Technical Data Package submitted to the EAC for national certification.

Discussion: Voting system developers are required to conduct realistic usability tests on
the final product. For the present, vendors can define their own testing

protocols. Future revisions to the Guidelines will include requirements for
usability testing that will provide specific performance benchmarks.

3.1.2 Functional Capabilities

The voting process shall provide certain functional capabilities to support voter usability.

a. The voting system shall provide feedback to the voter that identifies specific contests
or ballot issues for which he or she has made no selection or fewer than the allowable
number of selections (e.g., undervotes)

46



Volume I: Voting System Performance Guidelines
3 Usability and Accessibility Requirements

b. The voting system shall notify the voter if he or she has made more than the
allowable number of selections for any contest (e.g., overvotes)

c. Thevoting system shall notify the voter before the ballot is cast and counted of the
effect of making more than the allowable number of selections for a contest

d. The voting system shall provide the voter the opportunity to correct the ballot for
either an undervote or overvote before the ballot is cast and counted

e. The voting system shall allow the voter, at his or her choice, to submit an undervoted
or overvoted ballot without correction

f. DRE voting machines shall allow the voter to change a vote within a contest before
advancing to the next contest.

Discussion: The point here is that voters using a DRE should not have to wait for the
final ballot review screen in order to change a vote.

g. DRE voting machines should provide navigation controls that allow the voter to
advance to the next contest or go back to the previous contest before completing a
vote on the contest currently being presented (whether visually or aurally).

Discussion: For example, the voter should not be forced to proceed sequentially through
all the contests before going back to check his or her selection for a
previous contest.

3.1.3 Alternative Languages

The voting equipment shall be capable of presenting the ballot, ballot selections, review
screens and instructions in any language required by state or federal law.

Discussion: HAV A Section 301 (a)(4) states that the voting system shall provide
alternative language accessibility pursuant to the requirements of section
203 of the Voting Rights Act of 1965 (42 U.S.C. 1973aa-1a). |dedly every
voter would be able to vote independently and privately, regardless of
language. As apractical matter, aternative language access is mandated
under the Voting Rights Act of 1975, subject to certain thresholds, e.qg., if
the language group exceeds 5% of the voting age population. The audio
interface provided for blind voters may also assist voters who speak
English, but who are unable to read it (See Subsection 3.2.2.2).

3.1.4 Cognitive I ssues
The voting process shall be designed to minimize cognitive difficulties for the voter.

a. Consistent with election law, the voting system should support a process that does not
introduce any bias for or against any of the selections to be made by the voter. In
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both visual and aural formats, contest choices shall be presented in an equivalent
manner.

Discussion: Certain differences in presentation are mandated by state law, such asthe
order in which candidates are listed and provisions for voting for write-in
candidates. But comparable characteristics such as font size or voice
volume and speed must be the same for all choices.

b. The voting machine or related materials shall provide clear instructions and assistance
to allow votersto successfully execute and cast their ballots independently.

Discussion: Voters should not routinely need to ask for human assistance.

i. Voting machines or related materials shall provide a means for the voter to get
help at any time during the voting session.

Discussion: The voter should always be able to get help if needed. DRE voting
machines may provide thiswith adistinctive “help” button. Any type of

voting equipment may provide written instructions that are separate from
the ballot.

ii. The voting machine shall provide instructions for all its valid operations.

Discussion: |If an operation is available to the voter, it must be documented. Examples

include how to change a vote, how to navigate among contests, how to cast
astraight party vote, and how to cast awrite-in vote.

c. The voting system shall provide the capability to design a ballot for maximum clarity
and comprehension.

i. Thevoting equipment should not visually present a single contest spread over
two pages or two columns,

Discussion: Such avisual separation poses the risk that the voter may perceive one

contest astwo. If acontest has alarge number of candidates, it may be
infeasible to observe this guideline.

ii. The ballot shall clearly indicate the maximum number of candidates for which
one can vote within a single contest.

iii. There shall be a consistent relationship between the name of a candidate and the
mechanism used to vote for that candidate.

Discussion: For example, if the response field where voters indicate their selectionsis

located to the left of a candidate’ s name, then each response field shall be
located to the left of the associated candidates names.

d. Warnings and alerts issued by the voting system should clearly state the nature of the
problem and the set of responses available to the voter. The warning should clearly
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state whether the voter has performed or attempted an invalid operation or whether
the voting equipment itself has malfunctioned in some way.

Discussion: In case of an equipment failure, the only action available to the voter might
be to get assistance from a poll worker.

e. The use of color by the voting system should agree with common conventions: (@)
green, blue or white is used for general information or asanormal status indicator;
(b) amber or yellow is used to indicate warnings or amarginal status; (c) redis used
to indicate error conditions or a problem requiring immediate attention.

3.1.5 Perceptual Issues
The voting process shall be designed to minimize perceptual difficulties for the voter.

a. No voting machine display screen shall flicker with afrequency between 2 Hz and 55
Hz.

Discussion: Aside from usability concerns, this requirement protects voters with
epilepsy.

b. Any aspect of the voting machine that is adjustable by the voter or poll worker,
including font size, color, contrast, and audio volume, shall automatically reset to a
standard default value upon completion of that voter's session.

Discussion: The voting machine must present the same initial appearance to every voter.

c. If any aspect of avoting machine is adjustable by the voter or poll worker, there shall
be a mechanism to reset all such aspectsto their default values.

Discussion: The purpose isto allow avoter who has adjusted the machine into an
undesirable state to reset all the aspects to begin again.

d. All electronic voting machines shall provide a minimum font size of 3.0 mm
(measured as the height of a capital letter) for al text.

e. All voting machines using paper ballots should make provisions for voters with poor
reading vision.

Discussion: Possible solutionsinclude: (a) providing paper ballotsin at least two font
sizes, 3.0-4.0mm and 6.3-9.0mm and (b) providing a magnifying device.

f. The default color coding shall maximize correct perception by voters with color
blindness.

Discussion: There are many types of color blindness and no color coding can, by itself,

guarantee correct perception for everyone. However, designers should take
into account such factors as: red-green color blindness is the most common
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form; high luminosity contrast will help colorblind voters to recognize

visual features; and color-coded graphics can aso use shape to improve the
ability to distinguish certain features.

g. Color coding shall not be used as the sole means of conveying information, indicating
an action, prompting aresponse, or distinguishing a visual element.

Discussion: While color can be used for emphasis, some other non-color mode must
also be used to convey the information, such as a shape or text style. For
example, red can be enclosed in an octagon shape.

h. All text intended for the voter should be presented in a sans serif font.

Discussion: Experimentation has shown that users prefer such afont and the legibility of
serif and sans serif fontsis equivalent.

i. The minimum figure-to-ground ambient contrast ratio for all text and informational
graphics (including icons) intended for the voter shall be 3:1.

3.1.6 Interaction Issues
The voting process shall be designed to minimize interaction difficulties for the voter.

a. Voting machines with electronic image displays shall not require page scrolling by
the voter.

Discussion: Thisisnot an intuitive operation for those unfamiliar with the use of
computers. Even those experienced with computers often do not notice a
scroll bar and miss information at the bottom of the “page.” Voting
systems may require voters to move to the next or previous "page.”

b. The voting machine shall provide unambiguous feedback regarding the voter’s

selection, such as displaying a checkmark beside the selected option or conspicuously
changing its appearance.

c. If the voting machine requires a response by a voter within a specific period of time,
it shall issue an alert at least 20 seconds before this time period has expired and
provide a means by which the voter may receive additional time.

d. Input mechanisms shall be designed to minimize accidental activation.
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i. On touch screens, the sensitive touch areas shall have a minimum height of 0.5
inches and minimum width of 0.7 inches. The vertical distance between the
centers of adjacent areas shall be at |east 0.6 inches, and the horizontal distance
at least 0.8 inches.

ii. No key or control on avoting machine shall have arepetitive effect as aresult
of being held in its active position.

Discussion: Thisisto preclude accidental activation. For instance, if avoter istypingin

the name of awrite-in candidate, depressing and holding the “€” key results
inonly asingle “e” added to the name.

3.1.7 Privacy

The voting process shall preclude anyone else from determining the content of avoter's
ballot, without the voter's cooperation.

Discussion: Privacy ensures that the voter can make selections based solely on his or
her own preferences without intimidation or inhibition. Among other

practices, this forbids the issuance of areceipt to the voter that would
provide proof of how he or she voted.

3.1.7.1 Privacy at the Polls

When deployed according to the installation instructions provided by the vendor, the voting
station shall prevent others from observing the contents of avoter’s ballot.

a. The ballot and any input controls shall be visible only to the voter during the voting
session and ballot submission.

b. The audio interface shall be audible only to the voter.
Discussion: Voters who are hard of hearing but need to use an audio interface may also
need to increase the volume of the audio. Such situations require

headphones with low sound leakage.

c. Asmandated by HAV A 301 (a)(1)(C), the voting system shall notify the voter of an
attempted overvote in away that preserves the privacy of the voter and the
confidentiality of the ballot.

3.1.7.2 No Recording of Alternate Format Usage

Voter anonymity shall be maintained for alternative format ballot presentation.
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a. No information shall be kept within an electronic cast vote record that identifies any
alternative language feature(s) used by avoter.

b. No information shall be kept within an electronic cast vote record that identifies any
accessibility feature(s) used by avoter.

3.2 Accessibility Requirements

The voting process shall be accessible to voters with disabilities. Asaminimum, every
polling place shall have at least one voting station equipped for individuals with disabilities,
as provided in HAV A 301 (a)(3)(B). A machine so equipped is referred to herein as an
accessible voting station.

HAVA Section 301 (a) (3) reads, in part:

ACCESSIBILITY FOR INDIVIDUALSWITH DISABILITIES.--The
voting system shall—

(A) be accessible for individuals with disabilities, including nonvisual
accessibility for the blind and visually impaired, in a manner that
provides the same opportunity for access and participation (including
privacy and independence) asfor other voters,

(B) satisfy the requirement of subparagraph (A) through the use of at
least one direct recording electronic voting system or other voting system
equipped for individuals with disabilities at each polling place

The requirements in Subsection 3.2 are intended to address this mandate. Ideally, every
voter would be able to vote independently and privately. Asa practical matter, there may be
some number of voters whose disabilities are so severe that they will need personal
assistance. Nonetheless, these requirements are meant to make the voting system
independently accessible to as many voters as possible. These requirements are in addition
to those described in Subsection 3.1 Usability Requirements.

The outline for this subsectionis:

3.21 Generd

3.2.2 Vision

3.2.3 Dexterity

3.2.4 Mobility

3.2.5 Hearing

3.2.6 Speech

3.2.7 English Proficiency
3.2.8 Cognition
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3.2.1 General

The voting process shall incorporate the following features that are applicable to al types of
disabilities:

a. When the provision of accessibility involves an alternative format for ballot
presentation, then all information presented to voters including instructions, warnings,

error and other messages, and ballot choices shall be presented in that alternative
format.

b. The support provided to voters with disabilities shall be intrinsic to the accessible
voting station. It shall not be necessary for the accessible voting station to be

connected to any personal assistive device of the voter in order for the voter to
operate it correctly.

Discussion: This requirement does not preclude the accessible voting station from
providing interfaces to assistive technology. [See definition of “personal
assistive devices’ in the Glossary.] Its purposeisto assure that disabled
voters are not required to bring special devices with them in order to vote
successfully. The requirement does not assert that the accessible voting
station will obviate the need for avoter’s ordinary non-interfacing devices,
such as eyeglasses or canes. Jurisdictions should ensure that an accessible

voting station provides clean and sanitary devices for voters with dexterity
disabilities.

c. When the primary means of voter identification or authentication uses biometric
measures that require a voter to possess particular biological characteristics, the
voting process shall provide a secondary means that does not depend on those
characteristics.

Discussion: For example, if fingerprints are used for voter identification, another
mechanism shall be provided for voters without usable fingerprints.

3.2.2 Vision

The voting process shall be accessible to voters with visual disabilities.

Discussion: Note that all aspects of the voting process are to be accessible, not just the
voting machine.

3.2.2.1 Partial Vision

a. The vendor shall conduct summative usability tests on the voting system using
partially sighted individuals. The vendor shall document the testing performed and
report the test results using the Common Industry Format. This documentation shall
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be included in the Technica Data Package submitted to the EAC for nationa
certification.

Discussion: Voting system developers are required to conduct realistic usability tests on
the final product. For the present, vendors can define their own testing
protocols. Future revisions to the Guidelines will include requirements for
usability testing that will provide specific performance benchmarks.

b. The accessible voting station with an electronic image display shall be capable of

showing all information in at least two font sizes, (a) 3.0-4.0 mm and (b) 6.3-9.0 mm,
under control of the voter.

Discussion: All millimeters will be calculated using Hard Metric Conversion. [See
Glossary for definition.] While larger font sizes may assist most voters

with poor vision, certain disabilities such as tunnel vision are best
addressed by smaller font sizes.

c. An accessible voting station with a monochrome-only electronic image display shall
be capable of showing all information in high contrast either by default or under the
control of the voter or poll worker. High contrast is a figure-to-ground ambient
contrast ratio for text and informational graphics of at least 6:1.

d. An accessible voting station with a color electronic image display shall allow the
voter to adjust the color or the figure-to-ground ambient contrast ratio.

Discussion: See Technical Guide for Color, Contrast and Text Size in Appendix D for

examples of how avoting station may meet this requirement by offering a
limited number of discrete choices. In particular, it is not required that the
station offer a continuous range of color or contrast values.

e. Buttons and controls on accessible voting stations shall be distinguishable by both
shape and color.

Discussion: The redundant cues have been found to be helpful to those with partial
vision.
f. An accessible voting station using an electronic image display shall provide

synchronized audio output to convey the same information as that which is displayed
on the screen.

Discussion: The redundant cues are helpful to those with low vision. They are al'so

helpful to individuals who may have difficulty reading the text on the
screen.

3.2.2.2 Blindness

a. The vendor shall conduct summative usability tests on the voting system using
individuals who are blind. The vendor shall document the testing performed and
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report the test results using the Common Industry Format. This documentation shall
be included in the Technical Data Package submitted to the EAC for national
certification.

Discussion: Voting system developers are required to conduct realistic usability tests on
the final product. For the present, vendors can define their own testing
protocols. Future revisions to the Guidelines will include requirements for
usability testing that will provide specific performance benchmarks.

b. The accessible voting station shall provide an audio-tactile interface (ATI) that
supports the full functionality of the visual ballot interface, as specified in Subsection
2.3.3.

Discussion: Note the necessity of both audio output and tactilely discernible controls for
voter input. Full functionality includes at least:

¢ Instructions and feedback on initial activation of the ballot (such as
insertion of asmart card), if thisis normally performed by the voter on
comparable voting stations

¢ Instructions and feedback to the voter on how to operate the accessible
voting station, including settings and options (e.g., volume control,
repetition)

¢ Instructions and feedback for navigation of the ballot

¢ Instructions and feedback for contest choices, including write-in
candidates

¢ Instructions and feedback on confirming and changing selections

¢ Instructions and feedback on final submission of ballot

i. The ATl of the accessible voting station shall provide the same capabilities to
vote and cast a ballot as are provided by other voting machines or by the visual
interface of the standard voting machine.

Discussion: For example, if avisual ballot supports voting a straight party ticket and
then changing the choice in asingle contest, so must the ATI.

ii. The ATI shall allow the voter to have any information provided by the voting
system repeated.

iii. The ATI shall allow the voter to pause and resume the audio presentation.

Iv.The ATI shall allow the voter to skip to the next contest or return to previous
contests.

Discussion: Thisis analogousto the ability of sighted voters to move on to the next
contest once they have made a selection or to abstain from voting on a
contest altogether.

v. The ATI shall allow the voter to skip over the reading of areferendum so asto
be able to vote on it immediately.
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Discussion: Thisis analogousto the ability of sighted votersto skip over the wording of
areferendum on which they have already made a decision prior to the
voting session (e.g., “Vote yes on proposition #123").

c. All voting stations that provide audio presentation of the ballot shall conform to the
following requirements:

Discussion: These requirements apply to all voting machine audio output, not just to the
ATI of an accessible voting station.

i. The ATl shall provide its audio signal through an industry standard connector
for private listening using a 3.5mm stereo headphone jack to allow votersto use
their own audio assistive devices.

i. When avoting machine utilize es a telephone style handset or headphone to
provide audio information, it shall provide awireless T-Coil coupling for
assistive hearing devices so as to provide access to that information for voters
with partia hearing. That coupling shall achieve at least a category T4 rating as
defined by American National Standard for Methods of Measurement of
Compatibility between Wireless Communications Devices and Hearing Aids,
ANSI C63.19.

ii. No voting equipment shall cause electromagnetic interference with assistive
hearing devices that would substantially degrade the performance of those
devices. The voting equipment, considered as awireless device, shall achieve at
least a category T4 rating as defined by American National Standard for
Methods of Measurement of Compatibility between Wireless Communications
Devices and Hearing Aids, ANSI C63.19.

Discussion: "Hearing devices" include hearing aids and cochlear implants.
iv. A sanitized headphone or handset shall be made available to each voter.

Discussion: This requirement can be achieved in various ways, including the use of
"throwaway" headphones, or of sanitary coverings.

V. The voting machine shall set the initial volume for each voter between 40 and
50dB SPL.

Discussion: A voter does not "inherit" the volume as set by the previous user of the
voting station.

Vi. The voting machine shall provide a volume control with an adjustable volume
from a minimum of 20dB SPL up to a maximum of 100 dB SPL, in increments
no greater than 10 dB.

vii. The audio system shall be able to reproduce frequencies over the audible
speech range of 315 Hz to 10 KHz.
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viii. The audio presentation of verbal information should be readily
comprehensible by voters who have normal hearing and are proficient in the
language. Thisincludes such characteristics as proper enunciation, normal
intonation, appropriate rate of speech, and low background noise. Candidate
names should be pronounced as the candidate intends.

iX. The audio system shall allow votersto control the rate of speech. The range of
speeds supported should be at least 75% to 200% of the nominal rate.

Discussion: Many blind voters are accustomed to interacting with accelerated speech.

d. If the normal procedure isto have votersinitialize the activation of the ballot, the
accessible voting station shall provide features that enable voters who are blind to
perform this activation.

Discussion: For example, smart cards might provide tactile cues so as to allow correct
insertion.

e. If the normal procedureisfor voters to submit their own ballots, then the accessible
voting station shall provide features that enable voters who are blind to perform this
submission.

Discussion: For example, if voters normally feed their own optical scan ballotsinto a
reader, blind voters should also be able to do so.

f. All mechanically operated controls or keys on an accessible voting station shall be
tactilely discernible without activating those controls or keys.

0. On an accessible voting station, the status of all locking or toggle controls or keys
(such asthe "shift" key) shall be visually discernible, and discernible either through
touch or sound.

3.2.3 Dexterity

a. The vendor shall conduct summative usability tests on the voting system using
individual s lacking fine motor control. The vendor shall document the testing
performed and report the test results using the Common Industry Format. This
documentation shall be included in the Technical Data Package submitted to the EAC
for national certification.

Discussion: Voting system developers are required to conduct realistic usability tests on
the final product. For the present, vendors can define their own testing
protocols. Future revisions to the Guidelines will include requirements for
usability testing that will provide specific performance benchmarks.
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b. All keys and controls on the accessible voting station shall be operable with one hand
and shall not require tight grasping, pinching, or twisting of the wrist. The force
required to activate controls and keys shall be no greater 5 Ibs. (22.2 N).

Discussion: Controls are to be operable without excessive force.

c. The accessible voting station controls shall not require direct bodily contact or for the
body to be part of any electrical circuit.

Discussion: This requirement ensures that controls are operable by individuals using
prosthetic devices.

d. The accessible voting station shall provide a mechanism to enable non-manual input
that is functionally equivalent to tactile input.

Discussion: This requirement ensures that the accessible voting station is operable by
individuals who do not have the use of their hands. All the functionality of
the accessible voting station (e.g., straight party voting, write-in candidates)
that is available through the other forms of input, such as tactile, must also
be available through a non-manual input mechanism if it is provided by the
accessible voting station.

e. If the normal procedureisfor votersto submit their own ballots, then the accessible
voting station shall provide features that enable voters who lack fine motor control or
the use of their hands to perform this submission.

3.2.4 Mobility

The voting process shall be accessible to voters who use mobility aids, including
wheelchairs.

a. The accessible voting station shall provide a clear floor space of 30 inches (760 mm)
minimum by 48 inches (1220 mm) minimum for a stationary mobility aid. The clear
floor space shall be level with no slope exceeding 1:48 and positioned for aforward
approach or a parallel approach.

b. All controls, keys, audio jacks and any other part of the accessible voting station
necessary for the voter to operate the voting machine shall be within reach as
specified under the following sub-requirements:

Discussion: Note that these requirements have meaningful application mainly to
controlsin afixed location. A hand-held tethered control panel is another
acceptable way of providing reachable controls.

c. If the accessible voting station has a forward approach with no forward reach
obstruction then the high reach shall be 48 inches maximum and the low reach shall
be 15 inches minimum. See Figure 1.
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d. If the accessible voting station has a forward approach with aforward reach
obstruction, the following requirements apply: See Figure 2.

i. Theforward obstruction shall be no greater than 25 inches in depth, its top no
higher than 34 inches and its bottom surface no lower than 27 inches.

ii. If the obstruction is no more than 20 inches in depth, then the maximum high
reach shall be 48 inches, otherwise it shall be 44 inches.

iii. Space under the obstruction between the finish floor or
ground and 9 inches (230 mm) above the finish floor or ground shall be
considered toe clearance and shall comply with the following provisions:

e Toe clearance shall extend 25 inches (635 mm) maximum under the
obstruction

e The minimum toe clearance under the obstruction shall be either 17 inches
(430 mm) or the depth required to reach over the obstruction to operate the
accessible voting station, whichever is greater

e Toe clearance shall be 30 inches (760 mm) wide minimum

iv. Space under the obstruction between 9 inches (230 mm) and 27 inches (685
mm) above the finish floor or ground shall be considered knee clearance and
shall comply with the following provisions:

e Knee clearance shall extend 25 inches (635 mm) maximum under the
obstruction at 9 inches (230 mm) above the finish floor or ground.

e The minimum knee clearance at 9 inches (230 mm) above the finish floor
or ground shall be either 11 inches (280 mm) or 6 inches less than the toe
clearance, whichever is greater.

e Between 9 inches (230 mm) and 27 inches (685 mm) above the finish floor
or ground, the knee clearance shall be permitted to reduce at arate of 1
inch (25 mm) in depth for each 6 inches (150 mm) in height.

Discussion: It follows that the minimum knee clearance at 27 inches above the finish
floor or ground shall be 3 inches | ess than the minimum knee clearance at 9
inches above the floor.

e Knee clearance shall be 30 inches (760 mm) wide minimum.
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e. If the accessible voting station has a parallel approach with no side reach obstruction

then the maximum high reach shall be 48 inches and the minimum low reach shall be
15inches. SeeFigure 3.

f. If the accessible voting station has a parallel approach with a side reach obstruction,
the following sub-requirements apply. See Figure 4.

i. The side obstruction shall be no greater than 24 inches in depth and its top no
higher than 34 inches.

Ii. If the obstruction is no more than 10 inches in depth, then the maximum high
reach shall be 48 inches, otherwise it shall be 46 inches.

Discussion: Sincethisisa parallel approach, no clearance under the obstructionis
required.

g. All labels, displays, controls, keys, audio jacks, and any other part of the accessible
voting station necessary for the voter to operate the voting machine shall be easily
legible and visible to avoter in awheelchair with normal eyesight (no worse than

20/40, corrected) who isin an appropriate position and orientation with respect to the
accessible voting station

Discussion: There are a number of factors that could make relevant parts of the
accessible voting station difficult to see such as; small lettering, controls

and labelstilted at an awkward angle from the voter's viewpoint, and glare
from overhead lighting.
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Obstructed side reach
(a) for an obstruction depth of up to 10 inches (254 mm)

(b) for an obstruction depth of up to 24 inches (610 mm)
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3.2.5Hearing

The voting process shall be accessible to voters with hearing disabilities.

a. The accessible voting station shall incorporate the features listed under requirement
3.2.2.2 (c) for voting equipment that provides audio presentation of the ballot to
provide accessibility to voters with hearing disabilities.

Discussion: Note especially the requirements for volume initialization and control.

b. If voting equipment provides sound cues as a method to alert the voter, the tone shall
be accompanied by avisual cue, unless the station isin audio-only mode.

Discussion: For instance, the voting equipment might beep if the voter attemptsto
overvote. If so, there would have to be an equivalent visual cue, such asthe

appearance of an icon, or ablinking element. Some voting equipment may
have an audio-only mode, in which case, there would be no visual cue.

3.2.6 Speech

The voting process shall be accessible to voters with speech disabilities.
a. No voting equipment shall require voter speech for its operation.

Discussion: This does not preclude voting equipment from offering speech input as an
option, but speech must not be the only means of inpuit.

3.2.7 English Proficiency

For voters who lack proficiency in reading English, or whose primary language is unwritten,
the voting equipment shall provide spoken instructions and ballotsin the preferred language
of the voter, consistent with state and federal law. The requirements of 3.2.2.2 (c) shall apply
to this mode of interaction.

3.2.8 Cognition

The voting process should be accessible to voters with cognitive disabilities.

Discussion: At present there are no design features specifically aimed at hel ping those
with cognitive disabilities. Requirements 3.2.2.1 (f), the synchronization of
audio with the screen in aDRE, is helpful for some cognitive disabilities
such as dyslexia. Requirements in Subsection 3.1.4 also address cognitive
issues relative to voting system usability.
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4  Hardware Requirements

This section contains the requirements for the machines and manufactured devices that are
part of avoting system. It specifies minimum values for certain performance characteristics;
physical characteristics; and design, construction, and maintenance characteristics for the
hardware and selected related components of all voting systems, such as:

Ballot printers

Ballot cards and sheets

Ballot displays

Voting devices, including ballot marking devices and DRE recording devices
V oting booths and enclosures

Ballot boxes and ballot transfer boxes

Ballot readers

Computers used to prepare ballots, program elections, consolidate and report votes,
and perform other elections management activities

Electronic ballot recorders

Electronic precinct vote control units

Removabl e electronic data storage media

Servers

Printers

This section applies to the combination of software and hardware to accomplish specific
performance and system control requirements. Standards that are specific to software alone
are provided in Section 5.

The requirements of this section apply generally to all hardware used in voting systems,
including:

e Hardware provided by the voting system vendor and its suppliers

e Hardware furnished by an external provider (for example, providers of commercial-
off-the-shelf equipment) where the hardware may be used in any way during voting
system operation

e Hardware provided by the voting jurisdiction

The requirements presented in this section are organized as follows:
Performance Requirements: These requirements address the combined operational
capabilities of the voting system hardware and software across a broad range of

parameters

Physical Requirements: These requirements address the size, weight and
transportability of the voting system
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Design, Construction, and M aintenance Requirements: These requirements address
the reliability and durability of materials, product marking, quality of system
workmanship, safety, and other attributes to ensure smooth system operation in the
voting environment

4.1 Performance Requirements
The performance requirements address a broad range of parameters, encompassing:

e Accuracy requirements, where requirements are specified for distinct processing
functions of paper-based and DRE systems

e Environmenta requirements, where no distinction is made between requirements for
paper-based and DRE systems, but requirements for precinct and central count are
described

¢ Vote data management requirements, where no differentiation is made between
requirements for paper-based and DRE systems

¢ \/ote recording requirements, where separate and distinct requirements are delineated
for paper-based and DRE systems

e Conversion requirements, which apply only to paper-based systems

e Processing requirements, where separate and distinct requirements are delineated for
paper-based and DRE systems

¢ Reporting requirements, where no distinction is made between requirements for
paper-based and DRE systems, but where differences between precinct and central
count systems are readily apparent based on differences of their reporting

The performance requirements include such attributes as ballot reading and handling
requirements; system accuracy; memory stability; and the ability to withstand specified
environmental conditions. These characteristics also encompass system-wide requirements
for shelter, electrical supply, and compatibility with data networks.

Performance requirements for voting systems represent the combined operational capability
of both system hardware and software. Accuracy, as measured by data error rate, and
operational failure are treated as distinct attributes in performance testing. All systems shall
meet the performance requirements under operating conditions and after storage under non-
operating conditions.

4.1.1 Accuracy Requirements

Voting system accuracy addresses the accuracy of datafor each of the individual ballot
positions that could be selected by a voter, including the positions that are not selected. For a
voting system, accuracy is defined as the ability of the system to capture, record, store,
consolidate and report the specific selections and absence of selections, made by the voter for
each ballot position without error. Required accuracy is defined in terms of an error rate that
for testing purposes represents the maximum number of errors allowed while processing a
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specified volume of data. Thisrate is set at a sufficiently stringent level that the likelihood of
voting system errors affecting the outcome of an election is exceptionally remote even in the
closest of elections.

The error rate is defined using a convention that recognizes differencesin how vote datais
processed by different types of voting systems. Paper-based and DRE systems have different
processing steps. Some differences also exist between precinct count and central count
systems. Therefore, the acceptable error rate applies separately and distinctly to each of the
following functions:

a. For all paper-based voting systems:

i.  Scanning ballot positions on paper ballots to detect selections for individual
candidates and contests

ii. Conversion of selections detected on paper ballotsinto digital data

b. For al DRE voting systems:
i. Recording the voter selections of candidates and contests into voting data storage

ii. Recording voter selections of candidates and contests into ballot image storage
independently from voting data storage

c. For precinct-count voting systems (paper-based and DRE):

i.  Consolidation of vote selection data from multiple precinct-based voting
machines to generate jurisdiction-wide vote counts, including storage and
reporting of the consolidated vote data

d. For central-count voting systems (paper-based and DRE):

i. Consolidation of vote selection data from multiple counting devices to generate
jurisdiction-wide vote counts, including storage and reporting of the
consolidated vote data

For testing purposes, the acceptable error rate is defined using two parameters. the desired
error rate to be achieved, and the maximum error rate that should be accepted by the test
process.

For each processing function indicated above, the voting system shall achieve atarget error

rate of no more than one in 10,000,000 ballot positions, with a maximum acceptable error
rate in the test process of one in 500,000 ballot positions.
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4.1.2 Environmental Requirements

The environmental requirements for voting systems include shelter, space, furnishings and
fixtures, supplied energy, environmental control, and external telecommunications services.
Environmental conditions applicable to the design and operation of voting systems consist of
the following categories:

e Natural environment, including temperature, humidity, and atmospheric pressure

¢ Induced environment, including proper and improper operation and handling of the
system and its components during the election processes

e Transportation and storage

¢ Electromagnetic signal environment, including exposure to and generation of radio
frequency energy

All voting systems shall be designed to withstand the environmental conditions contained in
the appropriate test procedures of the Guidelines. These procedures will be applied to all
devices for casting, scanning and counting ballots, except those that constitute COTS devices
that have not been modified in any manner to support their use as part of a voting system and
that have a documented record of performance under conditions defined in the Guidelines.

The Technical Data Package supplied by the vendor shall include a statement of all
requirements and restrictions regarding environmental protection, electrical service,
recommended auxiliary power, telecommunications service, and any other facility or
resource required for the proper installation and operation of the system.

4.1.2.1 Shelter Requirements

All precinct count systems shall be designed for storage and operation in any enclosed
facility ordinarily used as a warehouse or polling place, with prominent instructions as to any
special storage requirements.

4.1.2.2 Space Requirements

There is no restriction on space alowed for the installation of voting systems, except that the
arrangement of these systems shall not impede performance of their duties by polling place
officials, the orderly flow of voters through the polling place or the ability for the voter to
votein private.
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4.1.2.3 Furnishingsand Fixtures

Any furnishings or fixtures provided as a part of voting systems, and any components
provided by the vendor that are not a part of the voting system but that are used to support its
storage, transportation or operation, shall comply with the safety design of Subsection 4.3.8.

4.1.2.4 Electrical Supply

Components of voting systems that require an electrical supply shall meet the following
standards:

a. Precinct count voting systems shall operate with the electrical supply ordinarily found
in polling places (Nominal 120 Vac/60Hz/1 phase)

b. Central count voting systems shall operate with the electrical supply ordinarily found
in central tabulation facilities or computer room facilities (Nominal 120 Vac/60HZ/1,
nominal 208 Vac/60Hz/3 or nominal 240 Vac/60Hz/2)

c. All voting machines shall also be capable of operating for a period of at least 2 hours
on backup power, such that no voting datais lost or corrupted nor normal operations

interrupted. When backup power is exhausted the voting machine shall retain the
contents of all memories intact

The backup power capability isnot required to provide lighting of the voting area.

4.1.2.5 Electrical Power Disturbance

V ote scanning and counting equipment for paper-based voting systems, and all DRE voting
equipment, shall be able to withstand, without disruption of normal operation or loss of data:

a. Voltage dip of 30% of nominal @10 ms;

b. Voltage dip of 60% of nominal @100 ms & 1 sec

c. Voltage dip of >95% interrupt @5 sec

d. Surges of +15% line variations of nominal line voltage

e. Electric power increases of 7.5% and reductions of 12.5% of nominal specified power
supply for aperiod of up to four hours at each power level
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4.1.2.6 Electrical Fast Transient

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of normal operation or loss of data, electrical
fast transients of:

a +2kV and - 2kV on External Power lines (both AC and DC)

b.+ 1 kV and - 1 kV on Input/Output lines(signal, data, and control lines) longer than 3
meters

c. Repetition Rate for all transient pulses will be 100 kHz

4.1.2.7 Lightning Surge

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of normal operation or loss of data, surges of:

a +2kV AClinetoline

b.+2 kV AC lineto earth
c.+or—0.5kV DClineto line>10m
d.+ or—0.5kV DC lineto earth >10m

e.+1 kV 1/0 sig/control >30m

4.1.2.8 Electrostatic Disruption

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall be able to withstand +15 kV air discharge and +8 kV contact discharge without damage
or loss of data. The equipment may reset or have momentary interruption so long as normal
operation is resumed without human intervention or loss of data. Loss of data means votes
that have been completed and confirmed to the voter.

4.1.2.9 Electromagnetic Emissions

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall comply with the Rules and Regulations of the Federal Communications Commission,
Part 15; Class B requirements for both radiated and conducted emissions.
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4.1.2.10 Electromagnetic Susceptibility

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall be able to withstand an electromagnetic field of 10 V/m modulated by a1 kHz 80% AM
modulation over the frequency range of 80 MHz to 1000 MHz, without disruption of normal
operation or loss of data.

4.1.2.11 Conducted RF Immunity

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of normal operation or loss of data, conducted
RF energy of:

a. 10V rms over the frequency range 150 KHz to 80 MHz with an 80% amplitude
modulation with a1l KHz sinewave AC & DC power

b. 10V sig/control >3 m over the frequency range 150 KHz to 80 MHz with an 80%
amplitude modulation with a1 KHz sine wave

4.1.2.12 Magnetic Fields | mmunity

V ote scanning and counting equipment for paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of normal operation or loss of data, AC
magnetic fields of 30 A/m at 60 Hz.

4.1.2.13 Environmental Control - Operating Environment

Equipment used for election management activities or vote counting (including both precinct
and central count systems) shall be capable of operation in temperatures ranging from 50 to
95 degrees Fahrenheit.

4.1.2.14 Environmental Control - Transit and Storage

Equipment used for vote casting or for counting votesin a precinct count system, shall meet
these specific minimum performance standards that simulate exposure to physical shock and
vibration associated with handling and transportation by surface and air common carriers,
and to temperature conditions associated with delivery and storage in an uncontrolled
warehouse environment:

a. High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit,
equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure |-Storage
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b. Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3,
Procedure VI

c. Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1-
Basic Transportation, Common Carrier

d. Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method
507.2, Procedure I-Natural Hot-Humid

4.1.2.15 Data Networ k Requirements

Voting systems may use alocal or remote data network. If such a network is used, then all
components of the network shall comply with the telecommunications requirements
described in Section 6 and the Security requirements described in Section 7.

4.1.3 Election Management System Requirements

The Election Management System (EMS) requirements address electronic hardware and
software used to conduct the pre-voting functions defined in Section 2 with regard to ballot
preparation, election programming, ballot and program installation, readiness testing,
verification at the polling place, and verification at the central location.

4.1.3.1 Recording Requirements

Voting systems shall accurately record all election management data entered by the user,
including election officials or their designees.

For recording accuracy, all systems shall:
a. Record every entry made by the user
b. Add permissible voter selections correctly to the memory components of the device

c. Verify the correctness of detection of the user selections and the addition of the
selections correctly to memory

d. Add various forms of data entered directly by the election official or designee, such
astext, line art, logos, and images

e. Verify the correctness of detection of data entered directly by the user and the
addition of the selections correctly to memory
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f. Preserve the integrity of election management data stored in memory against
corruption by stray electromagnetic emissions, and internally generated spurious
electrical signals

0. Log corrected data errors by the voting system

4.1.3.2 Memory Stability

Memory devices used to retain election management data shall have demonstrated error-free
dataretention for a period of 22 months.

4.1.4 Vote Recording Requirements

The vote recording requirements address the enclosure, equipment, and supplies used by
votersto vote.

4.1.4.1 Common Requirements

All voting systems shall provide voting booths or enclosures for poll site use. Such booths or
enclosures may be integral to the voting system or supplied as components of the voting
system, and shall:

a. Beintegra to, or make provision for, the installation of the voting machine

b. Ensure by its structure stability against movement or overturning during entry,
occupancy, and exit by the voter

c. Provide privacy for the voter, and be designed in such away as to prevent observation
of the ballot by any person other than the voter

d. Be capable of meeting the accessibility requirements of Subsection 3.2

4.1.4.2 Paper-based Recording Requirements
The paper-based recording requirements govern:

e Ballot cards or sheets, and pages or assemblies of pages containing ballot field
identification data

Ballot marking devices

Frames or fixtures to hold the ballot while it is being marked

Compartments or booths where voters record selections

Secure containers for the collection of voted ballots
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a. Paper ballots used by paper-based voting systems shall meet the following standards:

i. Marksthat identify the unique ballot format shall be outside the areain which
votes are recorded, so asto minimize the likelihood that these marks will be
mistaken for vote responses and the likelihood that recorded votes will
obliterate these marks

ii. If printed alignment marks are used to locate the vote response fields on the
ballot, these marks shall be outside the areain which votes are recorded, so as
to minimize the likelihood that these marks will be mistaken for vote responses
and the likelihood that recorded votes will obliterate these marks

iii. The Technical Data Package shall specify the required paper stock, size, shape,
opacity, color, watermarks, field layout, orientation, size and style of printing,
size and location of mark fields used for vote response fields and to identify
unique ballot formats, placement of alignment marks, ink for printing, and
folding and bleed-through limitations for preparation of ballots that are

compatible with the system

b. The Technical Data Package shall specify marking devices, which, if used to make
the prescribed form of mark, produce readable marked ballots such that the system
meets the performance requirements for accuracy in Subsection 4.1.1. Marking
devices can be either manual (such as pens or pencils) or electronic. These
specifications shall identify:

i. Specific characteristics of marking devices that affect readability of marked
ballots

ii. Performance capabilities with regard to each characteristic

iii. For marking devices manufactured by multiple external sources, alisting of
sources and model numbers that are compatible with the system

c. A frame or fixture for printed ballot cards is optional. However, if such adeviceis
provided, it shall:

i. Beof any size and shape consistent with itsintended use
ii. Position the card properly
iii.Hold the ballot card securely in its proper location and orientation for voting

iv. Comply with the requirements for design and construction contained in
Subsection 4.3

d. Ballot boxes and ballot transfer boxes, which serve as secure containers for the
storage and transportation of voted ballots, shall:
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i. Beof any size, shape, and weight commensurate with their intended use

ii. Incorporate locks or seals, the specifications of which are described in the
system documentation

iii. Provide specific points where ballots are inserted, with all other points on the
box constructed in a manner that prevents ballot insertion

iv. For precinct count systems, contain separate compartments for the segregation
of unread ballots, ballots containing write-in votes or any irregularities that may
require special handling or processing. In lieu of compartments, the conversion
processing may mark such ballots with an identifying spot or stripe to facilitate
manual segregation

4.1.4.3 DRE System Recording Requirements

The DRE system recording requirements address the detection and recording of votes,
including the logic and data processing functions required to determine the validity of voter
selections, to accept and record valid selections, and to reject invalid selections. The
requirements also address the physical environment in which ballots are cast.

a. DRE systems shall include an audible or visible activity indicator providing the status
of each voting device. Thisindicator shall:

i. Indicate whether the device has been activated for voting
ii. Indicate whether the deviceisin use

b. To ensure vote recording accuracy and integrity while protecting the anonymity of the
voter, all DRE systems shall:

i. Contain all mechanical, electromechanical, and electronic components;
software; and controls required to detect and record the activation of selections
made by the voter in the process of voting and casting a ballot

ii. Incorporate redundant memories to detect and allow correction of errors caused
by the failure of any of the individual memories

iii. Provide at least two processes that record the voter’ s selections that:

e To the extent possible, are isolated from each other
e Designate one process and associated storage location as the main vote
detection, interpretation, processing and reporting path

iv. Use adifferent processto store ballot images, for which the method of
recording may include any appropriate encoding or data compression procedure
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consistent with the regeneration of an unequivocal record of the ballot as cast
by the voter

v. Provide a capability to retrieve ballot images in aform readable by humans
vi. Ensure that all processing and storage protects the anonymity of the voter

c. DRE systems shall meet the following requirements for recording accurately each
vote and ballot cast:

i. Detect every selection made by the voter
ii. Correctly add permissible selections to the memory components of the device

iii. Verify the correctness of the detection of the voter selections and the addition
of the selections to memory

iv. Achieve an error rate not to exceed the requirement indicated in Subsection
411

V. Preservetheintegrity of voting data and ballot images (for DRE machines)
stored in memory for the official vote count and audit trail purposes against
corruption by stray electromagnetic emissions, and internally generated
spurious electrical signals

vi.Maintain alog of corrected data

Recording reliability refersto the ability of the DRE system to record votes accurately at its
maximum rated processing volume for a specified period of time. The DRE system shall
record votes reliably in accordance with the requirements of Subsection 4.3.3.

4.1.5 Paper-based Conversion Requirements

The paper-based conversion requirements address the ability of the system to read the ballot
card and to trandlate its pattern of marks into electronic signals for later processing. These
capabilities may be built into the voting system in an integrated fashion, or may be provided
by one or more components that are not unigue to the system, such as a general purpose data
processing card reader or read head suitably interfaced to the system. These requirements
address two major functions: ballot handling and ballot reading.

4.1.5.1 Ballot Handling

Ballot handling consists of a ballot card’ s acceptance, movement through the read station,
and transfer into a collection station or receptacle.
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a. The capacity to convert the marks on individual ballots into signalsis uniquely
important to central count systems. The capacity for a central count system shall be
documented by the vendor. This documentation shall include the capacity for
individual components that impact the overall capacity

b. When ballots are unreadable or some condition is detected requiring that the cards be
segregated from normally processed ballots for human review (e.g. write-ins), all
central count paper-based systems shall do one of the following:

i. Outstack the ballot

ii.  Stop the ballot reader and display a message prompting the election official or
designee to remove the ballot

iii.  Mark the ballot with an identifying mark to facilitate its later identification

c. Additionaly, the system shall provide a capability that can be activated by an
authorized election official to identify ballots containing overvotes, blank ballots, and
ballots containing undervotes in a designated contest. 1f enabled, these capabilities
shall perform one of the above actions in response to the indicated condition.

d. When ballots are unreadable or when some condition is detected requiring that the
cards be segregated from normally processed ballots for human review (e.g. write-in
votes) all precinct count systems shall:

I.  Inresponse to an unreadable or blank ballot, return the ballot and provide a
message prompting the voter to examine the ballot

ii.  Inresponseto aballot with awrite-in vote, segregate the ballot or mark the
ballot with an identifying mark to facilitate its later identification

iii.  Inresponseto aballot with an overvote the system shall:

e Provide acapability to identify an overvoted ballot

e Return the ballot

e Provide an indication prompting the voter to examine the ballot

e Allow the voter to correct the ballot

e Provide ameansfor an authorized election official to deactivate this
capability entirely and by contest

iv. Inresponse to aballot with an undervote, the system shall:

Provide a capability to identify an undervoted ballot

Return the ballot

Provide an indication prompting the voter to examine the ballot
Allow the voter to correct the ballot

Allow the voter to submit the ballot with the undervote
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e Provide ameans for an authorized election official to deactivate this
capability

e. Ballot readers shall prevent multiple feed or detect and provide an alarm indicating
multiple feed. Multiple feed occurs when a ballot reader attempts to read more than
one ballot at atime.

I. If multiple feed is detected, the card reader shall halt in a manner that permits
the operator to remove the unread cards causing the error, and reinsert themin
the card input hopper

ii.  Thefrequency of multiple feeds with ballots intended for use with the system
shall not exceed | in 10,000

4.1.5.2 Ballot Reading Accuracy

This paper-based system requirement governs the conversion of the physical ballot into
electronic data. Reading accuracy for ballot conversion refersto the ability to:

a. Recognize vote punches or marks, or the absence thereof, for each possible selection
on the ballot

b. Discriminate between valid punches or marks and extraneous perforations, smudges,
and folds

c. Convert the vote punches or marks, or the absence thereof, for each possible selection
on the ballot into digital signals

To ensure accuracy, paper-based systems shall:

d. Detect punches or marks that conform to vendor specifications with an error rate not
exceeding the requirement indicated in Subsection 4.1.1

e. Ignore, and not record, extraneous perforations, smudges, and folds

f. Reject ballots that meet all vendor specifications at a rate not to exceed 2 percent

4.1.6 Tabulation Processing Requirements

Tabulation processing requirements apply to the hardware and software required to
accumulate voting data for all candidates and measures within voting machines and polling
places, and to consolidate the voting data at a central level or multiple levels. These
requirements also address the generation and maintenance of audit records, the detection and
disabling of improper use or operation of the system, and the monitoring of overall system
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status. Separate and distinct requirements for paper-based and DRE voting systems are
presented below.

4.1.6.1 Paper-based System Processing Requirements

The paper-based processing requirements address all mechanical devices, electromechanical
devices, electronic devices, and software required to perform the logical and numerical
functions of interpreting the electronic image of the voted ballot, and assigning votes to the
proper memory registers.

a. Processing accuracy refersto the ability of the system to receive electronic signals
produced by punches for punchcard systems and vote marks and timing information
for marksense systems; perform logical and numerical operations upon these data;
and reproduce the contents of memory when required, without error. Specific
requirements are detailed below:

I.  Processing accuracy shall be measured by vote selection error rate, the ratio of
uncorrected vote selection errors to the total number of ballot positions that
could be recorded across all ballots when the system is operated at its nominal
or design rate of processing

ii. Thevote selection error rate shall include data that denotes ballot style or
precinct as well as data denoting a vote in a specific contest or ballot
proposition

iii.  Thevote selection error rate shall include al errors from any source

iv. Thevote selection error rate shall not exceed the requirement indicated in
Subsection 4.1.1

b. Paper-based system memory devices, used to retain control programs and data, shall

have demonstrated error-free data retention for a period of 22 months, under the
environmental conditions for operation and non-operation (i.e., storage).

4.1.6.2 DRE Voting Systems

The DRE voting systems processing requirements address all mechanical devices,
electromechanical devices, electronic devices, and software required to process voting data
after the polls are closed.

a. DRE voting systems shall meet the following requirements for processing speed:

i. Operate at a speed sufficient to respond to any operator and voter input without
perceptible delay (no more than three seconds)
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ii.  If the consolidation of polling place datais done locally, perform this
consolidation in atime not to exceed five minutes for each device in the polling
place

b. Processing accuracy is defined as the ability of the system to process voting data
stored in DRE voting devices or in removable memory modules installed in such
devices. Processing includes all operations to consolidate voting data after the polls
have been closed. DRE voting systems shall:

i.  Produce reports that are completely consistent, with no discrepancy among
reports of voting device data produced at any level

ii.  Produce consolidated reports containing absentee, provisional or other voting
data that are similarly error-free. Any discrepancy, regardless of source, is
resolvable to a procedural error, to the failure of a non-memory device or to an
external cause

c. DRE system memory devices used to retain control programs and data shall have
demonstrated error-free data retention for a period of 22 months. Error-free retention
may be achieved by the use of redundant memory elements, provided that the
capability for conflict resolution or correction among elements is included.

4.1.7 Reporting Requirements
The reporting requirements govern all mechanical, electromechanical, and electronic devices

required for voting systems to print audit record entries and results of the tabulation. These
requirements also address data storage media for transportation of datato other sites.

4.1.7.1 Removable Storage Media

In voting systems that use storage media that can be removed from the system and
transported to another location for readout and report generation, these media shall use
devices with demonstrated error-free retention for a period of 22 months under the
environmental conditions for operation and non-operation contained in Subsection 4.1.2.
Examples of removable storage mediainclude: programmable read-only memory (PROM),
random access memory (RAM) with battery backup, magnetic media or optical media.

4.1.7.2 Printers

All printers used to produce reports of the vote count shall be capable of producing:

a. Alphanumeric headers

b. Election, office and issue labels
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c. Alphanumeric entries generated as part of the audit record

4.1.8 Vote Data Management Requirements
The vote data management requirements for al systems address capabilities that manage,
process, and report voting data after the data has been consolidated at the polling place or
other jurisdictional levels.
These capabilities allow the system to:
e Consolidate voting data from polling place data memory or transfer devices
e Report polling place summaries
¢ Process absentee ballots, data entered manually, and administrative ballot definition
data
The requirements address all hardware and software required to generate output reportsin the
various formats required by the using jurisdiction.
4.1.8.1 Data File Management
All voting systems shall provide the capability to:

a. Integrate voting data files with ballot definition files
b. Verify file compatibility

c. Edit and update files as required

4.1.8.2 Data Report Generation

All voting systems shall include report generators for producing output reports at the device,
polling place, and summary level, with provisions for administrative and judicial
subdivisions as required by the using jurisdiction.

4.2 Physical Characteristics

This subsection covers physical characteristics of all voting systems and components that
affect their general utility and suitability for election operations.
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421 Size

Thereis no numerical limitation on the size of any voting equipment, but the size of each
voting machine should be compatible with its intended use and the location at which the
equipment isto be used.

4.2.2 Weght

Thereis no numerical limitation on the weight of any voting equipment, but the weight of
each voting machine should be compatible with its intended use and the location at which the
eguipment isto be used.

4.2.3 Transport and Storage of Precinct Systems
All precinct voting systems shall:

a. Provide ameansto safely and easily handle, transport, and install voting equipment,
such as wheels or a handle or handles

b. Be capable of using, or be provided with, a protective enclosure rendering the
equipment capable of withstanding:

i. Impact, shock and vibration loads associated with surface and air transportation

ii. Stacking loads associated with storage

4.3 Design, Construction, and Maintenance Characteristics

This subsection covers voting system materials, construction workmanship, and specific
design characteristics important to the successful operation and efficient maintenance of the
voting system.

4.3.1 Materials, Processes, and Parts

The approach to system design is unrestricted, and may incorporate any form or variant of
technology capable of meeting the voting systems requirements and standards.

Precinct count systems shall be designed in accordance with best commercial practice for
microcomputers, process controllers, and their peripheral components. Central count voting
systems and equipment used in a central tabulating environment shall be designed in
accordance with best commercial and industrial practice.
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All voting systems shall:

a. Be designed and constructed so that the frequency of equipment malfunctions and
mai ntenance requirements are reduced to the lowest level consistent with cost
constraints

b. Include, as part of the accompanying Technical Data Package, an approved parts list

c. Exclude parts or components not included in the approved parts list

4.3.2 Durability

All voting systems shall be designed to withstand normal use without deterioration and
without excessive maintenance cost for a period of ten years.

4.3.3 Rdiability

Thereliability of voting system devices shall be measured as Mean Time Between Failure
(MTBF) for the system submitted for testing. MBTF is defined as the value of the ratio of
operating time to the number of failures which have occurred in the specified time interval. A
typical system operations scenario consists of approximately 45 hours of equipment
operation, consisting of 30 hours of equipment set-up and readiness testing and 15 hours of
elections operations. For the purpose of demonstrating compliance with this requirement, a
failureis defined as any event which results in either the:

e Loss of one or more functions
e Degradation of performance such that the device is unable to perform its intended
function for longer than 10 seconds

The MTBF demonstrated during certification testing shall be at least 163 hours.

4.3.4 Maintainability

Maintainability represents the ease with which maintenance actions can be performed based
on the design characteristics of equipment and software and the processes the vendor and
election officials have in place for preventing failures and for reacting to failures.
Maintainability includes the ability of equipment and software to self-diagnose problems and
make non-technical election workers aware of a problem. Maintainability addresses all
scheduled and unscheduled events, which are performed to:

e Determine the operational status of the system or a component
e Adjust, align, tune or service components
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Repair or replace a component having a specified operating life or replacement
interval

Repair or replace a component that exhibits an undesirable predetermined physical
condition or performance degradation

Repair or replace a component that has failed

Verify the restoration of a component or the system to operational status

Maintainability shall be determined based on the presence of specific physical attributes that
aid system maintenance activities, and the ease with which system maintenance tasks can be
performed by the test lab. Although a more quantitative basis for assessing maintainability,
such as the Mean Time to Repair the system is desirable, the certification of asystemis
conducted before it is approved for sale and thus before a broader base of maintenance
experience can be obtained.

4.3.4.1 Physical Attributes

The following physical attributes will be examined to assess reliability:
a. Presence of labels and the identification of test points
b. Provision of built-in test and diagnostic circuitry or physical indicators of condition
c. Presence of labels and alarmsrelated to failures

d. Presence of featuresthat allow non-technicians to perform routine maintenance
tasks (such as update of the system database)

4.3.4.2 Additional Attributes

The following additional attributes will be considered to assess system maintainability:
a. Ease of detecting that equipment has failed by a non-technician
b. Ease of diagnosing problems by atrained technician
c. Low false alarmrates (i.e., indications of problems that do not exist)
d. Ease of access to components for replacement
e. Ease with which adjustment and alignment can be performed
f. Ease with which database updates can be performed by a non-technician

g.Adjust, align, tune or service components
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435 Availability

The availability of avoting system is defined as the probability that the equipment (and
supporting software) needed to perform designated voting functions will respond to
operational commands and accomplish the function. The voting system shall meet the
availability standard for each of the following voting functions:

a. For all paper-based systems:
i. Recording voter selections (such as by ballot marking or punch)

ii.  Scanning the punches or marks on paper ballots and converting them into
digital data

b. For al DRE systems, recording and storing voter ballot selections

c. For precinct count systems (paper-based and DRE), consolidation of vote selection
data from multiple precinct based systems to generate jurisdiction-wide vote counts,
including storage and reporting of the consolidated vote data

d. For central-count systems (paper-based and DRE), consolidation of vote selection
data from multiple counting devices to generate jurisdiction-wide vote counts,
including storage and reporting of the consolidated vote data

System availability is measured as the ratio of the time during which the systemis
operational (up time) to the total time period of operation (up time plus down time). Inherent
availability (Ai) isthe fraction of time a system is functional, based upon Mean Time
Between Failure (MTBF) and Mean Time To Repair (MTTR), that is:

Ai = (MTBF)/(MTBF + MTTR)

MTTR isthe average time required to perform a corrective maintenance task during periods
of system operation. Corrective maintenance task timeis active repair time, plus the time
attributable to other factors that could lead to logistic or administrative delays, such as travel
notification of qualified maintenance personnel and travel time for such personnel to arrive at
the appropriate site.

Corrective maintenance may consist of substitution of the complete device or one of its
components, as in the case of precinct count and some central count systems, or it may
consist of on-site repair.

The voting system shall achieve at least 99 percent availability during normal operation for
the functions indicated above. This standard encompasses for each function the combination
of all devices and components that support the function, including their MTTR and MTBF
attributes.
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Vendors shall specify the typical system configuration that isto be used to assess availability,
and any assumptions made with regard to any parameters that impact the MTTR. These
factors shall include at a minimum:

e. Recommended number and locations of spare devices or components to be kept on
hand for repair purposes during periods of system operation

f. Recommended number and locations of qualified maintenance personnel who need to
be available to support repair calls during system operation

0. Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance
personnel

4.3.6 Product Marking

All voting systems shall:
a. ldentify all devices by means of a permanently affixed nameplate or label containing
the name of the manufacturer or vendor, the name of the device, its part or model
number, itsrevision letter, its serial number, and if applicable, its power requirements

b. Display on each device a separate data plate containing a schedule for and list of
operations required to service or to perform preventive maintenance

c. Display advisory caution and warning instructions to ensure safe operation of the
equipment and to avoid exposure to hazardous electrical voltages and moving parts at
all locations where operation or exposure may occur

4.3.7 Workmanship
To help ensure proper workmanship, all manufacturers of voting systems shall:

a. Adopt and adhere to practices and procedures to ensure that their products are free
from damage or defect that could make them unsatisfactory for their intended purpose

b. Ensure that components provided by external suppliers are free from damage or
defect that could make them unsatisfactory for their intended purpose

4.3.8 Safety
All voting systems shall meet the following requirements for safety:

a. All voting systems and their components shall be designed to eliminate hazards to
personnel or to the equipment itself
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b. Defects in design and construction that can result in personal injury or equipment
damage must be detected and corrected before voting systems and components are
placed into service

c. Equipment design for personnel safety shall be equal to or better than the appropriate
requirements of the Occupational Safety and Health Act, Code of Federal
Regulations, Title 29, Part 1910
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5 Software Requirements
5.1 Scope

This section describes essential design and performance characteristics of the software used
in voting systems, addressing both system level software, such as operating systems, and
voting system application software, including firmware. The requirements of this section are
intended to ensure that voting system software is reliable, robust, testable, and maintainable.
The requirements in this section also support system accuracy, logical correctness, privacy,
security and integrity.

The general requirements of this section apply to software used to support the entire range of
voting system activities described in Section 2. More specific requirements are defined for
ballot counting, vote processing, creating an audit trail, and generating output reports and
files. Although this section emphasizes software, the guidelines described aso influence
hardware design considerations.

This section recognizes that there is no best way to design software. Many programming
languages are available for which modern programming practices are applicable, such asthe
use of rigorous program and data structures, data typing, and naming conventions. Other
programming languages exist for which such practices are not easily applied.

The Guidelines are intended to guide the design of software written in any of the
programming languages commonly used for mainframe, mini-computer, and microprocessor
systems. They are not intended to preclude the use of other languages or environments, such
as those that exhibit declarative structure, object-oriented languages, functional programming
languages, or any other combination of language and implementation that provides
appropriate levels of performance, testability, reliability, and security. The vendor makes
specific software selections. However, the use of widely recognized and proven software
design methods will facilitate the analysis and testing of voting system software in the
certification process.

5.1.1 Softwar e Sour ces

The requirements of this section apply generally to all software used in voting systems,
including:

e Software provided by the voting system vendor and its component suppliers

e Software furnished by an external provider (for example, providers of COTS
operating systems and web browsers) where the software may be used in any way
during voting system operation

e Software developed by the voting jurisdiction
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Compliance with the software requirements is assessed by several formal tests, including
code examination. Unmodified software is not subject to code examination; however, source
code provided by third parties and embedded in software modules for compilation or
interpretation shall be provided in human readable form to the accredited test lab. The
accredited test lab may inspect source code units to determine testing requirements or to
verify that the code is unmodified and that the default configuration options have not been
changed.

Configuration of software, both operating systems and applications, is critical to proper
system functioning. Correct test design and sufficient test execution must account for the
intended and proper configuration of all system components. Therefore, the vendors shall
submit arecord of all user selections made during software installation as part of the
Technical Data Package. The vendor shall also submit arecord of all configuration changes
made to the software following its installation. The accredited test lab shall confirm the
propriety and correctness of these user selections and configuration changes.

5.1.2 Management of Software and Hardware

The requirements of this section apply to all software used in any manner to support any
voting-related activities, regardless of the ownership of the software or the ownership and
location of the hardware on which the software isinstalled or operates. These requirements

apply to:

e Software that operates on voting devices and vote counting devices installed at
polling places under the control of the voting jurisdiction

e Software that operates on ballot printers, vote counting devices, and other hardware
typically installed at central or precinct locations (including contractor facilities)

¢ Election management software

However, some requirements apply only in specific situations indicated in this section. In
addition to the requirements of this section, all software used in any manner to support any
voting-related activities shall meet the requirements for security described in Section 7.

5.1.3 Exclusions

Some voting systems use computers that also may be used for other purposes. General
purpose software such as operating systems, programming language compilers, database
management systems, and Web browsers may be installed on these computers. Such software
is governed by the Guidelines unless:

a. The software provides no support of voting system capabilities

b. The software is removabl e, disconnectable or switchable such that it cannot function
while voting system functions are enabled
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c. Procedures are provided that confirm that the software has been removed,
disconnected or switched

5.2 Software Design and Coding Standards

The software used by voting systems is selected by the vendor and not prescribed by the
Guidelines. This section provides requirements for voting system software with regard to:

Selection of programming languages
Software integrity

Software modularity and programming
Control constructs

Naming conventions

Coding conventions

Comment conventions

5.2.1 Selection of Programming Languages

Software associated with the logical and numerical operations of vote data shall use a high-
level programming language, such as: Pascal, Visua Basic, Java, C and C++. The
requirement for the use of high-level language for logical operations does not preclude the
use of assembly language for hardware-rel ated segments, such as device controllers and
handler programs. Also, operating system software may be designed in assembly language.

5.2.2 Software I ntegrity

Self-modifying, dynamically loaded or interpreted code is prohibited, except under the
security provisions outlined in Subsection 7.4. This prohibition is to ensure that the software
tested and approved during the certification process remains unchanged and retainsits
integrity. External modification of code during execution shall be prohibited. Where the
development environment (programming language and development tools) includes the
following features, the software shall provide controlsto prevent accidental or deliberate
attempts to replace executable code:

a. Unbounded arrays or strings (includes buffers used to move data)
b. Pointer variables

¢. Dynamic memory allocation and management
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5.2.3 Software Modularity and Programming

Voting system application software, including commercial off-the-shelf (COTS) software,
shall be designed in amodular fashion. However, COTS software is not required to be
inspected for compliance with this requirement. For the purpose of this requirement?,
“modules” may be compiled or interpreted independently. Modules may also be nested. The
modularity rules described here apply to the component sub-modules of alibrary. The
principle to be followed is that the module contains all the elements to compile or interpret
successfully and has limited access to data in other modules. The design concept is simple
replacement with another module whose interfaces match the original module. A moduleis
designed in accordance with the rules below.

a. Each module shall have a specific function that can be tested and verified
independently of the remainder of the code. In practice, some additional modules
(such as library modules) may be needed to compile the module under test, but the
modular construction allows the supporting modules to be replaced by special test
versions that support test objectives.

b. Each module shall be uniquely and mnemonically named, using names that differ by
more than a single character. In addition to the unique name, the modules shall
include a set of header comments identifying the modul€’ s purpose, design,
conditions, and version history, followed by the operational code. Headers are
optional for modules of fewer than ten executable lines where the subject moduleis
embedded in alarger module that has a header containing the header information.
Library modules shall also have a header comment describing the purpose of the
library and version information.

c. All required resources, such as data accessed by the module, should either be
contained within the module or explicitly identified asinput or output to the module.
Within the constraints of the programming language, such resources shall be placed at
the lowest level where shared accessis needed. If that shared access level is across
multiple modules, the definitions should be defined in asingle file (called header files
in some languages, such as C) where any changes can be applied once and the change
automatically appliesto all modules upon compilation or activation.

d. A moduleis small enough to be easy to follow and understand. Program logic
visible on asingle pageis easy to follow and correct. Volume ll, Section 5 provides
testing guidelines for the accredited test |ab to identify large modules subject to
review under this requirement.

e. Each module shall have asingle entry point, and asingle exit point, for normal
process flow. For library modules or languages such as the object-oriented
languages, the entry point isto the individual contained module or method invoked.
The single exit point is the point where control isreturned. At that point, the data that

1 Some software languages and development environments use a different definition of module but this
principle still applies.
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is expected as output must be appropriately set. The exception for the exit point is
where a problem is so severe that execution cannot be resumed. In this case, the
design must explicitly protect all recorded votes and audit log information and must
implement formal exception handlers provided by the language.

f. Process flow within the modules shall be restricted to combinations of the control
structures defined in Volume 11, Section 5. These structures support the modular
concept, especialy the single entry and exit rule above. They apply to any language
feature where program control passes from one activity to the next, such as control
scripts, object methods or sets of executable statements, even though the language
itself is not procedural

5.2.4 Control Constructs

Voting system software shall use the control constructs identified in Volume Il, Section 5:

a. Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the
Genera Loop (including the special case for loop).

i. If the programming language used does not provide these control constructs,
the vendor shall provide comparable control structure logic. The constructs
shall be used consistently throughout the code. No other constructs shall be
used to control program logic and execution.

ii. While some programming languages do not create programs as linear
processes, stepping from an initial condition through changes to a conclusion,
the program components nonethel ess contain procedures (such as “methods’ in
object-oriented languages). Even in these programming languages, the
procedures must execute through these control constructs or their equivalents,
as defined and provided by the vendor.

iii.Operator intervention or logic that evaluates received or stored data shall not re-
direct program control within a program routine. Program control may be re-
directed within aroutine by calling subroutines, procedures, and functions, and
by interrupt service routines and exception handlers (due to abnormal error
conditions). Do-While (False) constructs and intentional exceptions (used as
GoTos) are prohibited.

5.2.5 Naming Conventions
Voting system software shall use the naming conventions below.

a. Object, function, procedure, and variable names shall be chosen to enhance the
readability and intelligibility of the program. Insofar as possible, names shall be
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selected so that their parts of speech represent their use, such as nouns to represent
objects and verbs to represent functions.

b. Names used in code and in documentation shall be consistent.

c. Names shall be unique within an application. Names shall differ by more than a
single character. All single-character names are forbidden except those for variables
used as loop indexes. In large systems where subsystems tend to be developed
independently, duplicate names may be used where the scope of the name is unique
within the application. Names should always be unique where modules are shared.

d. Language keywords shall not be used as names of objects, functions, procedures,
variables or in any manner not consistent with the design of the language.

5.2.6 Coding Conventions

Voting system software shall adhere to basic coding conventions. The coding conventions
used shall meet one of the following conditions:

a. The vendors shall identify the published, reviewed, and industry-accepted coding
conventions used and the accredited test |ab shall test for compliance

b. The accredited test |ab shall evaluate the code using the coding convention
requirements specified in Volume Il, Section 5

These guidelines reference conventions that protect the integrity and security of the code,
which may be language-specific and language-independent conventions that
significantly contribute to readability and maintainability. Specific style conventions
that support economical testing are not binding unless adopted by the vendor.

5.2.7 Comment Conventions
Voting system software shall use the following comment conventions:

a All modules shall contain headers. For small modules of 10 lines or less, the header
may be limited to identification of unit and revision information. Other header
information should be included in the small unit headersif not clear from the actual
lines of code. Header comments shall provide the following information:

i. The purpose of the unit and how it works
ii. Other units called and the calling sequence

iii. A description of input parameters and outputs
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iv. File references by name and method of access (i.e., read, write, modify or
append)

v. Globa variables used
vi. Date of creation and arevision record

b. Descriptive comments shall be provided to identify objects and data types. All
variables shall have comments at the point of declaration clearly explaining their use.
Where multiple variables that share the same meaning are required, the variables may
share the same comment

c. In-line comments shall be provided to facilitate interpretation of functional
operations, tests, and branching

d. Assembly code shall contain descriptive and informative comments such that its
executable lines can be clearly understood

e. All comments shall be formatted in a uniform manner that makes it easy to
distinguish them from executable code

5.3 Data and Document Retention

All systems shall:

a. Maintain the integrity of voting and audit data during an election, and for at least 22
months thereafter, a time sufficient to resolve most contested el ections and support
other activities related to the reconstruction and investigation of a contested election

b. Protect against the failure of any datainput or storage device at alocation controlled
by the jurisdiction or its contractors, and against any attempt at improper data entry or
retrieval

5.4 Audit Record Data

Audit trails are essential to ensure the integrity of avoting system. Operational requirements
for audit trails are described in Subsection 2.5.1.1. Audit record data are generated by these
procedures. The audit record datain the following subsections are essential to the complete
recording of election operations and reporting of the vote tally. Thislist of audit records may
not reflect the design constructs of some systems. Therefore, vendors shall supplement it
with information relevant to the operation of their specific systems.
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5.4.1 Pre-election Audit Records

During election definition and ballot preparation, the system shall audit the preparation of the
baseline ballot formats and modifications to them, a description of these modifications, and
corresponding dates.

The log shall include:

a. The allowable number of selections a contest
b. The combinations of voting patterns permitted or required by the jurisdiction

c. Theinclusion or exclusion of contests as the result of multiple districting within the
polling place

d. Any other characteristics that may be peculiar to the jurisdiction, the election or the
polling place location

e. Manual data maintained by election personnel
f. Samples of al fina ballot formats

0. Ballot preparation edit listings

5.4.2 System Readiness Audit Records

The following minimum requirements apply to system readiness audit records:

a. Prior to the start of ballot counting, a system process shall verify hardware and
software status and generate a readiness audit record. This record shall include the
identification of the software release, the identification of the election to be
processed, and the results of software and hardware diagnostic tests

b. In the case of systems used at the polling place, the record shall include polling place
identification

c. The ballot interpretation logic shall test and record the correct installation of ballot
formats on voting devices

d. The software shall check and record the status of all data paths and memory locations
to be used in vote recording to protect against contamination of voting data

e. Upon the conclusion of the tests, the software shall provide evidence in the audit
record that the test data have been expunged
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f. If required and provided, the ballot reader and arithmetic-logic unit shall be evaluated
for accuracy, and the system shall record the results. It shall allow the processing or
simulated processing of sufficient test ballots to provide a statistical estimate of
processing accuracy

g. For systems that use a public network, provide a report of test ballots that includes:
i. Number of ballots sent
ii. When each ballot was sent
iii. Machine from which each ballot was sent

iv. Specific votes or selections contained in the ballot

5.4.3 In-process Audit Records

In-process audit records document system operations during diagnostic routines and the
casting and tallying of ballots. At a minimum, the in-process audit records shall contain:

a. Machine generated error and exception messages to demonstrate successful recovery.
Examples include, but are not necessarily limited to:

i. The source and disposition of system interrupts resulting in entry into exception
handling routines

ii. All messages generated by exception handlers

iii. The identification code and number of occurrences for each hardware and
software error or failure

iv. Notification of system login or access errors, file access errors, and physical
violations of security asthey occur, and a summary record of these events after
processing

v. Other exception events such as power failures, failure of critical hardware
components, data transmission errors or other types of operating anomalies

b. Critical system status messages other than informational messages displayed by the
system during the course of normal operations. These items include, but are not
limited to:

i. Diagnostic and status messages upon startup

ii. The“zerototals’ check conducted before opening the polling place or counting
aprecinct centrally
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iii. For paper-based systems, the initiation or termination of card reader and
communications equipment operation

iv. For DRE machines at controlled voting locations, the event (and time, if
available) of activating and casting each ballot (i.e., each voter's transaction as
an event). This data can be compared with the public counter for reconciliation
purposes

c. Non-critical status messages that are generated by the machine's data quality monitor
or by software and hardware condition monitors

d. System generated log of all normal process activity and system events that require
operator intervention, so that each operator access can be monitored and access
sequence can be constructed

5.4.4Vote Tally Data

In addition to the audit requirements described above, other election-related data is essential
for reporting results to interested parties, the press, and the voting public, and is vital to
verifying an accurate count.

Voting systems shall meet these reporting requirements by providing software capable of
obtaining data concerning various aspects of vote counting and producing printed reports. At
aminimum, vote tally data shall include:

a. Number of ballots cast, using each ballot configuration, by tabulator, by precinct, and
by political subdivision

b. Candidate and measure vote totals for each contest, by tabul ator

c¢. The number of ballots read within each precinct and for additional jurisdictional
levels, by configuration, including separate totals for each party in primary elections

d. Separate accumul ation of overvotes and undervotes for each contest, by tabulator,
precinct and for additional jurisdictional levels (no overvotes would be indicated for
DRE voting devices)

e. For paper-based systems only, the total number of ballots both able to be processed
and unable to be processed; and if there are multiple card ballots, the total number of
cards read

For systems that produce an electronic file containing vote tally data, the contents of the file
shall include the same minimum data cited above for printed vote tally reports.
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5.5 Vote Secrecy on DRE Systems

All DRE systems shall ensure vote secrecy by:

a. Immediately after the voter choosesto cast his or her ballot, record the voter’s
selections in the memory to be used for vote counting and audit data (including ballot
images), and erase the selections from the display, memory, and all other storage,
including all forms of temporary storage

b. Immediately after the voter chooses to cancel hisor her ballot, erase the selections
from the display and all other storage, including buffers and other temporary storage
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6 Telecommunications Requirements
6.1 Scope

This section contains the performance, design, and maintenance characteristics of the
telecommunications components of voting systems and the acceptable levels of performance
against these characteristics. For the purpose of the Guidelines, telecommunicationsis
defined as the capability to transmit and receive data electronically using hardware and
software components over distances both within and external to a polling place.

The requirements in this section represent acceptable levels of combined tel ecommunications
hardware and software function and performance for the transmission of datathat is used to
operate the system and report election results. Where applicable, this section specifies
minimum values for critical performance and functional attributes involving
telecommunications hardware and software components.

This section does not apply to other means of moving data, such as the physical transport of
data recorded on paper-based media or the transport of physical devices, such as memory
cards, that store data in electronic form.

Voting systems may include network hardware and software to transfer data among systems.
Major network components are local area networks (LANS), wide area networks (WANS),
workstations (desktop computers), servers, data, and applications. Workstations include
voting stations, precinct tabulation systems, and voting supervisory terminals. Servers
include systems that provide registration forms and ballots and accumulate and process voter
registrations and cast ballots.

Desirable network characteristics include simplicity, flexibility (especialy in routing, to
maintain good response times) and maintainability (including availability, provided primarily
through redundancy of resources and connections, particularly of connections to public
infrastructure).

A wide area network (WAN) public telecommunications component consists of the hardware
and software to transport information, over shared public (i.e., commercial or governmental)
circuitry or among private systems. For voting systems, the telecommunications boundaries
are defined as the transport circuitry, on one side of which exists the public
telecommunications infrastructure, outside the control of voting system supervisors. On the
other side of the transport circuitry are the local area network (LAN) resources, workstations,
servers, data and applications controlled by voting system supervisors.

Local areanetwork (LAN) components consist of the hardware and software infrastructure

used to transport information between usersin alocal environment, typically a building or
group of buildings. Typically aLAN connects workstations with alocal server.
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An application may be a single program or a group of programs that work together to provide
afunction to an end user, who may be a voter or an election administrator. Voter programs
may include voter registration, balloting, and status checking. Administrator programs may
include ballot preparation, registration for preparation, registration approval, ballot vetting,
ballot processing, and election processing.

This section isintended to complement the network security requirements found in Section 7,
which include requirements for voter and administrator access, availability of network
service, data confidentiality, and data integrity. Most importantly, security services must
restrict access to local election system components from public resources, and these services
must also restrict access to voting system datawhile it isin transit through public networks.

6.1.1 Types of Components

This section addresses tel ecommuni cations hardware and software across a broad range of
technologies including, but not limited to:

e Dial-up communications technologies including standard landline, wireless,
microwave, Very Small Aperture Terminal, Integrated Services Digital Network,
Digital Subscriber Line

e Public and private high-speed telecommunications linesincluding FT-1, T-1, T-3;
framerelay; private line

e Cabling technologiesincluding Universal Twisted Pair cable (CAT 5 or higher) or
Ethernet hub/switch

e Wirelessincluding radio frequency and infrared

e Communications routers

e Modems, whether internal and external to personal computers, servers, and other
voting system components installed at the polling place or central count location

e Modem drivers, dial-up networking software

e Channel service units and Data service unitsinstalled at the polling place or central
count location

e Dial-up networking applications software

6.1.2 Telecommunications Operations and Providers

This section applies to voting-related transmissions over public networks, such as those
provided by local distribution and long distance carriers. This section also applies to private
networks regardless of whether the network is owned and operated by the election
jurisdiction.

For systems that transmit official data over public networks, this section appliesto

telecommunications components installed and operated at |ocations supervised by election
officials, such as polling places or central offices. Thisincludes:
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e Components acquired by the jurisdiction for the purpose of voting, including
components installed at the polling place or a central office (including central site
facilities operated by vendors or contractors)

e Components acquired by others (such as school systems, libraries, military
installations and other public organizations) that are used at |ocations supervised by
election officials, including minimum configuration components required by the
vendor but that the vendor permits to be acquired from third party sources not under
the vendor’ s control (e.g., router or modem card manufacturer or supplier)

6.1.3 Data Transmission

These requirements apply to the use of telecommunications to transmit data for the
preparation of the system for an election, the execution of an election, and the preservation of
the system data and audit trails during and following an election. While this section does not
assume a specific model of voting system operations and does not assume a specific model
for the use of telecommunications to support such operations, it does address the following
types of data, where applicable:

Voter Authentication: Coded information that confirms the identity of a voter for
security purposes for a system that transmits votes individually over a public network

Ballot Definition: Information that describes to a voting machine the content and
appearance of the ballots to be used in an election

Vote Transmission: For systems that transmit votes individually over a public network,
the transmission of a single vote within anetwork at a polling place and to the county
(or contractor) for consolidation with other county vote data

Vote Count: Information representing the tabulation of votes at any level within the
control of the jurisdiction, such as the polling place, precinct or central count

List of Voters: A listing of the individual voters who have cast ballots in a specific
election

Additional data transmissions used to operate a voting system in the conduct of an election,
but not explicitly listed above, are also subject to the requirements of this section.

For systems that transmit data using public networks, this section appliesto
telecommunications hardware and software for transmissions within and among all
combinations of senders and receivers located at polling places, precinct count facilities and
central count facilities (whether operated by the jurisdiction or a contractor).
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6.2 Design, Construction, and Maintenance Requirements
Design, construction, and maintenance requirements for telecommunications represent the

operational capability of both system hardware and software. These capabilities shall be
considered basic to all data transmissions.

6.2.1 Accuracy

The telecommunications components of all voting systems shall meet the accuracy
requirements of Subsection 4.1.1.

6.2.2 Durability

The telecommunications components of all voting systems shall meet the durability
requirements of Subsection 4.3.2.

6.2.3 Reliability

The telecommunications components of all voting systems shall meet the reliability
requirements of Subsection 4.3.3.

6.2.4 Maintainability

The telecommunications components of all voting systems shall meet the maintainability
requirements of Subsection 4.3.4.

6.2.5 Availability

The telecommunications components of all voting systems shall meet the availability
requirements of Subsection 4.3.5.

6.2.6 Integrity

For WANSs using public telecommunications, boundary definition and implementation shall
meet the requirements below.

a. Outside service providers and subscribers of such providers shall not be given direct
access or control of any resource inside the boundary.

b. Voting system administrators shall not require any type of control of resources
outside this boundary. Typically, an end point of atelecommunications circuit will
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be a subscriber termination on a Digital Service Unit/Customer Service Unit although
the specific technology configuration may vary. Regardless of the technology used,
the boundary point must ensure that everything on the voting system sideislocally
configured and controlled by the election jurisdiction while everything on the public
network side is controlled by an outside service provider.

c. The system shall be designed and configured such that it is not vulnerable to asingle
point of failure in the connection to the public network which could cause total |oss of
voting capabilities at any polling place.

6.2.7 Confirmation

Confirmation occurs when the system notifies the user of the successful or unsuccessful
completion of the data transmission, where successful completion is defined as accurate
receipt of the transmitted data. To provide confirmation, the telecommunications components
of avoting system shall notify the user of the successful or unsuccessful completion of the
data transmission. In the event of unsuccessful transmission the user shall be notified of the
action to be taken.
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7 Security Requirements
7.1 Scope

This section describes essential security capabilities for a voting system, encompassing the
system’ s hardware, software, communications and documentation. No predefined set of
security standards will address and defeat all conceivable or theoretical threats. The
Guidelines articulate requirements to achieve acceptable levels of integrity and reliability.
The objectives of the security standards for voting systems are:

e To protect critical elements of the voting system

To establish and maintain controls to minimize errors

To protect the system from intentional manipulation, fraud and malicious mischief
To identify fraudulent or erroneous changes to the voting system

To protect secrecy in the voting process

The Voting System Performance Guidelines (Volume | of the VVSG) are intended to address
abroad range of risks to the integrity of avoting system. While it is not possible to identify
all potential risks, Volume | identifies several types of risks that must be addressed. These
include:

Unauthorized changes to system capabilities for:

Defining ballot formats

Casting and recording votes

Calculating vote totals consistent with defined ballot formats
Reporting vote totals

* & & o

Alteration of voting system audit trails

Changing, or preventing the recording of, avote

Introducing data for a vote not cast by aregistered voter

Changing calculated vote totals

Preventing access to vote data--including individual votes and vote totals--by
unauthorized individual s

Preventing access to voter identification data and data for votes cast by the voter such
that an individual can determine the content of specific votes

This section describes specific capabilities that vendors shall integrate into a voting system in
order to address the risks listed above. Three have been added since the 2002 Voting System
Sandards:

e Security requirements for software distribution and for verifying that voting systems
are operating with the correct software configuration (Subsection 7.4.4)
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e Security requirements for the use of wireless networking in voting systems
(Subsection 7.7)

e Anoverview of independent verification systems and security requirements for
DRE’ s with voter verifiable paper audit trails (Subsection 7.9) These requirements are
included to provide national testing guidelines for use by those states that have
elected to include this feature in their DRE’s.

This section describes specific capabilities that vendors shall integrate into avoting system to
address the risks above. Several new elements have been added since the 2002 Voting
Systems Sandards:

Requirements for software distribution to purchasing jurisdictions
Generation of reference information to validate software

Validation of software using the reference information
Requirements regarding the use of wireless communications
Requirements for DREs with voter verifiable paper trail components

The requirements apply to the broad range of hardware, software, communications
components, and documentation that comprises a voting system. These requirements apply to
those components that are:

¢ Provided by the voting system vendor and the vendor’ s suppliers

¢ Furnished by an external provider (i.e., providers of personal computers and COTS
operating systems) where the components are capable of being used during voting
system operation

e Developed by avoting jurisdiction

The requirements apply to all software used in any manner to support any voting-related
activity, regardless of the ownership of the software or the ownership and location of the
hardware on which the software isinstalled or operated. These requirements apply to
software that operates on:

¢ Voting devices and vote counting devices installed at polling places under the control
or authority of the voting jurisdiction

e Ballot printers, vote counting devices, and other hardware typically installed at
central or precinct locations (including contractor facilities)

7.1.1 Elementsof Security Outside Vendor Control

The requirements of this section apply to the capabilities of a voting system that must be
provided by the vendor. However, an effective security program requires well-defined
security practices by the purchasing jurisdiction and the personnel managing and operating
the system. These practices include:
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e Administrative and management controls for the voting system and election
management--including access controls

e Internal security procedures

e Adherence to, and enforcement of, operational procedures (e.g., effective password
management)

e Security of physical facilities

¢ Organizationa responsibilities and personnel screening

Because implementation of these elements is not under the control of the vendor, they will be
addressed in the forthcoming Management Guidelines that will address the procedural
aspects of conducting elections and managing the operation of voting systems. However,
vendors must provide appropriate system capabilities to enable the implementation of
management controls.

7.1.2 Organization of This Section

The guidelines presented in this section are organized as follows:

Access Control: These standards address procedures and system capabilities that limit
or detect access to critical system componentsin order to guard against loss of system
integrity, availability, confidentiality, and accountability.

Physical Security: These standards address physical security measures and procedures
that prevent disruption of the voting process at the polling place and corruption of
voting data.

So